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QUESTION 1

The purpose of the RSA SecureID server/application is to provide what? 

A. Authentication, authorization, accounting (AAA) functions 

B. One-time password (OTP) capabilities 

C. 802.1X enforcement 

D. VPN access 

Correct Answer: B 

 

QUESTION 2

Refer to the exhibit. You have configured R1 and R2 as shown, but the routers are unable to establish a site-to-site VPN
tunnel. What action can you take to correct the problem? 

A. Edit the crypto keys on R1 and R2 to match. 

B. Edit the crypto isakmp key command on each router with the address value of its own interface 

C. Edit the ISAKMP policy sequence numbers on R1 and R2 to match. 

D. set a valid value for the crypto key lifetime on each router. 

Correct Answer: A 

The crypto keys don\\'t match here. I\\'ve inferred and assumed that the destination address at the end of the "Crypto
isakmp key test12345 address 10.30.30.5" line is the IP address of R1. By extension, this would produce an
MM_NO_STATE state if you ran the "show crypto isakmp sa" command, as it would never connect to begin phase 1. 
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QUESTION 3

What hash type does Cisco use to validate the integrity of downloaded images? 

A. Sha1 

B. Sha2 

C. Md5 

D. Md1 

Correct Answer: C 

 

QUESTION 4

What is the actual IOS privilege level of User Exec mode? 

A. 1 

B. 0 

C. 5 

D. 15 

Correct Answer: A 

By default, the Cisco IOS software command-line interface (CLI) has two levels of access to commands: user EXEC
mode (level 1) and privileged EXEC mode (level 15). However, you can configure additional levels of access to
commands, 

called privilege levels, to meet the needs of your users while protecting the system from unauthorized access. Up to 16
privilege levels can be configured, from level 0, which is the most restricted level, to level 15, which is the least
restricted 

level. 

http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfpass.html 

 

QUESTION 5

When an IPS device detects an email threat, which action can it take in response? 

A. request an SNMP trace 

B. request an SNMP fail 

C. request an SNMP block 

D. request an SNMP trap 
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Correct Answer: D 
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