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QUESTION 1
How can you stop reconnaissance attack with cdp?
A. disable CDP on edge ports (computers)

Correct Answer: A

QUESTION 2

Which aaa accounting command is used to enable logging of the start and stop records for user terminal sessions on
the router?

A. aaa accounting network start-stop tacacs+

B. aaa accounting system start-stop tacacs+

C. aaa accounting exec start-stop tacacs+

D. aaa accounting connection start-stop tacacs+

E. aaa accounting commands 15 start-stop tacacs+

Correct Answer: C

http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html aaa accounting To enable
authentication, authorization, and accounting (AAA) accounting of requested services for billing or security purposes
when you use RADIUS or TACACS+, use the aaa accounting command in global configuration mode or template
configuration mode. To disable AAA accounting, use the no form of this command. aaa accounting {auth-proxy | system
| network | exec | connection | commands level | dotlx} {default | list-name | guarantee-first} [vrf vrf-name] {start-stop |
stop-only | none} [broadcast] {radius | group group-name} no aaa accounting {auth-proxy | system | network | exec |
connection | commands level | dotlx} {default | listhame | guarantee-first} [vrf vrf-name] {start-stop | stop-only | none}
[broadcast] {radius | group group-name} exec Runs accounting for the EXEC shell session. start-stop Sends a "start"
accounting notice at the beginning of a process and a "stop" accounting notice at the end of a process. The "start"

accounting record is sent in the background. The requested user process begins regardless of whether the "start”
accounting notice was received by the accounting server.

QUESTION 3

What causes a client to be placed in a guest or restricted (cant remember) VLAN on an 802.1x enabled network?
A. client entered wrong credentials multiple times.

B. client entered wrong credentials First time.

Correct Answer: A
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QUESTION 4

What is the only permitted operation for processing multicast traffic on zone-based firewalls?

A. Stateful inspection of multicast traffic is supported only for the self-zone.

B. Stateful inspection of multicast traffic is supported only between the self-zone and the internal zone.
C. Only control plane policing can protect the control plane against multicast traffic.

D. Stateful inspection of multicast traffic is supported only for the internal zone

Correct Answer: C

Stateful inspection of multicast traffic is NOT supported by Cisco Zone based firewalls OR Cisco Classic firewall.

QUESTION 5

Which mechanism does the FireAMP Connector use to avoid conflicts with other security applications such as antivirus
products?

A. exclusions

B. virtualization

C. containers

D. sandboxing

Correct Answer: A

To prevent conflicts between the FireAMP Connector and antivirus or other security software, you must create
exclusions so that the Connector doesn\\'t scan your antivirus directory and your antivirus doesn\\'t scan the Connector
directory. This can create problems if antivirus signatures contain strings that the Connector sees as malicious or cause
issues with quarantined files. The first step is to create an exclusion by navigating to Management > Exclusions in the
FireAMP

console.

https://www.cisco.com/c/dam/en/us/td/docs/security/sourcefire/fireamp/fireamp- cloud/FireAMPDeploymentStrategy.pdf
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