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QUESTION 1

What IPSec mode is used to encrypt traffic between a server and VPN endpoint? 

A. tunnel 

B. Trunk 

C. Aggregated 

D. Quick 

E. Transport 

Correct Answer: E 

 

QUESTION 2

What is the primary purposed of a defined rule in an IPS? 

A. to detect internal attacks 

B. to define a set of actions that occur when a specific user logs in to the system 

C. to configure an event action that is pre-defined by the system administrator 

D. to configure an event action that takes place when a signature is triggered. 

Correct Answer: D 

 

QUESTION 3

Which type of social engineering attack targets top executives? 

A. baiting 

B. vishing 

C. whaling 

D. spear phishing 

Correct Answer: A 

 

QUESTION 4

Why does ISE require its own certificate issued by a trusted CA? 

A. ISE\\'s certificate allows guest devices to validate it as a trusted network device. 
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B. It generates certificates for guest devices based on its own certificate 

C. ISE\\'s certificate allows it to join the network security framework 

D. It requests certificates for guest devices from the CA server based on its own certificate. 

Correct Answer: A 

 

QUESTION 5

Which two 802.1x features can you enable by running the IOS authentication priority command? (Choose two.) 

A. forced authorized port state 

B. Telnet authentication 

C. automatic selection 

D. Web authentication 

E. MAC authentication bypass 

Correct Answer: DE 

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe-3se/3850/ sec-
user-8021x-xe-3se-3850-book/sec-ieee-802x-fa.html 
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