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QUESTION 1

Which three statements are characteristics of DHCP Spoofing? (Choose three.) 

A. Arp Poisoning 

B. Modify Traffic in transit 

C. Used to perform man-in-the-middle attack 

D. Physically modify the network gateway 

E. Protect the identity of the attacker by masking the DHCP address 

F. Can access most network devices 

Correct Answer: ABC 

DHCP spoofing occurs when an attacker attempts to respond to DHCP requests and trying to list themselves (spoofs)
as the default gateway or DNS server, hence, initiating a man in the middle attack. With that, it is possible that they can
intercept traffic from users before forwarding to the real gateway or perform DoS by flooding the real DHCP server with
request to choke ip address resources. https://learningnetwork.cisco.com/thread/67229
https://learningnetwork.cisco.com/docs/DOC-24355 

ARP (Address Resolution Protocol) Poisoning (MITM) Attack: Scenario 2 and 3 explain how DHCP spoofing uses ARP
poisoning to accomplish a MITM attack. https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-6500-series-
switches/white_paper_c11_603839.html 

 

QUESTION 2

Which command can you enter to verify the statistics of cisco IOS resilient configuration on cisco router? 

A. Show binary file 

B. Show secure boot-set 

C. Secure boot-config 

D. Secure boot-image 

Correct Answer: B 

 

QUESTION 3

What are two features of transparent firewall mode? (Choose two.) 

A. It is configured by default. 

B. It acts as a routed hop in the network. 

C. It allows some traffic that is blocked in routed mode. 
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D. It conceals the presence of the firewall from attackers. 

E. It enables the ASA to perform as a router. 

Correct Answer: CD 

 

QUESTION 4

Which statement represents a difference between an access list on an ASA versus an acess list on a router? 

A. The ASA does not support extended access lists 

B. The ASA does not support number access lists 

C. The ASA does not ever use a wildcard mask 

D. The ASA does not support standard access lists 

Correct Answer: C 

 

QUESTION 5

In which type of attack does an attacker send email message that ask the recipient to click a link such as
https://www.cisco.net.cc/securelogs? 

A. pharming 

B. phishing 

C. solicitation 

D. secure transaction 

Correct Answer: B 
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