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QUESTION 1

Thomas, an employee of an organization, is restricted to access specific websites from his office system. He is trying to
obtain admin credentials to remove the restrictions. While waiting for an opportunity, he sniffed communication between
the administrator and an application server to retrieve the admin credentials. Identify the type of attack performed by
Thomas in the above scenario. 

A. Vishing 

B. Eavesdropping 

C. Phishing 

D. Dumpster diving 

Correct Answer: B 

 

QUESTION 2

Mark, a security analyst, was tasked with performing threat hunting to detect imminent threats in an organization\\'s
network. He generated a hypothesis based on the observations in the initial step and started the threat hunting process
using existing data collected from DNS and proxy logs. 

Identify the type of threat hunting method employed by Mark in the above scenario. 

A. Entity-driven hunting 

B. TTP-driven hunting 

C. Data-driven hunting 

D. Hybrid hunting 

Correct Answer: C 

 

QUESTION 3

Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to
the Wireshark menu icon that contains items to manipulate, display and apply filters, enable, or disable the dissection of
protocols, and configure user- specified decodes. 

Identify the Wireshark menu Leilani has navigated in the above scenario. 

A. Statistics 

B. Capture 

C. Main toolbar 

D. Analyze 
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Correct Answer: B 

 

QUESTION 4

A software company is developing a new software product by following the best practices for secure application
development. Dawson, a software analyst, is checking the performance of the application on the client\\'s network to
determine whether end users are facing any issues in accessing the application. 

Which of the following tiers of a secure application development lifecycle involves checking the performance of the
application? 

A. Development 

B. Testing 

C. Quality assurance (QA) 

D. Staging 

Correct Answer: B 

 

QUESTION 5

A text file containing sensitive information about the organization has been leaked and modified to bring down the
reputation of the organization. As a safety measure, the organization did contain the MD5 hash of the original file. The
file which has been leaked is retained for examining the integrity. A file named "Sensitiveinfo.txt" along with
OriginalFileHash.txt has been stored in a folder named Hash in Documents of Attacker Machine-1. Compare the hash
value of the original file with the leaked file and state whether the file has been modified or not by selecting yes or no. 

A. No 

B. Yes 

Correct Answer: B 
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