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QUESTION 1

Rickson, a security professional at an organization, was instructed to establish short-range communication between
devices within a range of 10 cm. For this purpose, he used a mobile connection method that employs electromagnetic
induction to enable communication between devices. The mobile connection method selected by Rickson can also read
RFID tags and establish Bluetooth connections with nearby devices to exchange information such as images and
contact lists. 

Which of the following mobile connection methods has Rickson used in above scenario? 

A. NFC 

B. Satcom 

C. Cellular communication 

D. ANT 

Correct Answer: A 

 

QUESTION 2

Thomas, an employee of an organization, is restricted to access specific websites from his office system. He is trying to
obtain admin credentials to remove the restrictions. While waiting for an opportunity, he sniffed communication between
the administrator and an application server to retrieve the admin credentials. Identify the type of attack performed by
Thomas in the above scenario. 

A. Vishing 

B. Eavesdropping 

C. Phishing 

D. Dumpster diving 

Correct Answer: B 

 

QUESTION 3

Grace, an online shopping freak, has purchased a smart TV using her debit card. During online payment, Grace\\'s
browser redirected her from ecommerce website to a third-party payment gateway, where she provided her debit card
details and OTP received on her registered mobile phone. After completing the transaction, Grace navigated to her
online bank account and verified the current balance in her savings account.. 

Identify the state of data when it is being processed between the ecommerce website and the payment gateway in the
above scenario. 

A. Data at rest 

B. Data in inactive 
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C. Data in transit 

D. Data in use 

Correct Answer: C 

 

 

QUESTION 4

Malachi, a security professional, implemented a firewall in his organization to trace incoming and outgoing traffic. He
deployed a firewall that works at the session layer of the OSI model and monitors the TCP handshake between hosts to
determine whether a requested session is legitimate. 

Identify the firewall technology implemented by Malachi in the above scenario. 

A. Next generation firewall (NGFW) 

B. Circuit-level gateways 

C. Network address translation (NAT) 

D. Packet filtering 

Correct Answer: B 

 

QUESTION 5

Shawn, a forensic officer, was appointed to investigate a crime scene that had occurred at a coffee shop. As a part of
investigation, Shawn collected the mobile device from the victim, which may contain potential evidence to identify the
culprits. 

Which of the following points must Shawn follow while preserving the digital evidence? (Choose three.) 

A. Never record the screen display of the device 

B. Turn the device ON if it is OFF 

C. Do not leave the device as it is if it is ON 

D. Make sure that the device is charged 

Correct Answer: BCD 
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