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QUESTION 1

Walker, a security team member at an organization, was instructed to check if a deployed cloud service is working as
expected. He performed an independent examination of cloud service controls to verify adherence to standards through
a review of objective evidence. Further, Walker evaluated the services provided by the CSP regarding security controls,
privacy impact, and performance. 

Identify the role played by Walker in the above scenario. 

A. Cloud auditor 

B. Cloud provider 

C. Cloud carrier 

D. Cloud consumer 

Correct Answer: A 

 

QUESTION 2

Zion belongs to a category of employees who are responsible for implementing and managing the physical security
equipment installed around the facility. He was instructed by the management to check the functionality of equipment
related 

to physical security. 

Identify the designation of Zion. 

A. Supervisor 

B. Chief information security officer 

C. Guard 

D. Safety officer 

Correct Answer: C 

 

QUESTION 3

An MNC hired Brandon, a network defender, to establish secured VPN communication between the company\\'s remote
offices. For this purpose, Brandon employed a VPN topology where all the remote offices communicate with the
corporate office but communication between the remote offices is denied. 

Identify the VPN topology employed by Brandon in the above scenario. 

A. Point-to-Point VPN topology 

B. Star topology 
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C. Hub-and-Spoke VPN topology 

D. Full-mesh VPN topology 

Correct Answer: C 

 

QUESTION 4

Tenda, a network specialist at an organization, was examining logged data using Windows Event Viewer to identify
attempted or successful unauthorized activities. The logs analyzed by Tenda include events related to Windows
security; specifically, log-on/log-off activities, resource access, and also information based on Windows system\\'s audit
policies. 

Identify the type of event logs analyzed by Tenda in the above scenario. 

A. Application event log 

B. Setup event log 

C. Security event log 

D. System event log 

Correct Answer: C 

 

QUESTION 5

Matias, a network security administrator at an organization, was tasked with the implementation of secure wireless
network encryption for their network. For this purpose, Matias employed a security solution that uses 256-bit
Galois/Counter Mode Protocol (GCMP-256) to maintain the authenticity and confidentiality of data. 

Identify the type of wireless encryption used by the security solution employed by Matias in the above scenario. 

A. WPA2 encryption 

B. WPA3 encryption 

C. WEP encryption 

D. WPA encryption 

Correct Answer: B 
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