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QUESTION 1

An audit trail policy collects all audit trails such as series of records of computer events, about an operating system,
application or user activities. Which of the following statements is NOT true for an audit trail policy: 

A. It helps calculating intangible losses to the organization due to incident 

B. It helps tracking individual actions and allows users to be personally accountable for their actions 

C. It helps in compliance to various regulatory laws, rules,and guidelines 

D. It helps in reconstructing the events after a problem has occurred 

Correct Answer: A 

 

QUESTION 2

A risk mitigation strategy determines the circumstances under which an action has to be taken to minimize and
overcome risks. Identify the risk mitigation strategy that focuses on minimizing the probability of risk and losses by
searching for vulnerabilities in the system and appropriate controls: 

A. Risk Assumption 

B. Research and acknowledgment 

C. Risk limitation 

D. Risk absorption 

Correct Answer: B 

 

QUESTION 3

A computer virus hoax is a message warning the recipient of non-existent computer virus. The message is usually a
chain e-mail that tells the recipient to forward it to every one they know. Which of the following is NOT a symptom of
virus hoax message? 

A. The message prompts the end user to forward it to his / her e-mail contact list and gain monetary benefits in doing
so 

B. The message from a known email id is caught by SPAM filters due to change of filter settings 

C. The message warns to delete certain files if the user does not take appropriate action 

D. The message prompts the user to install Anti-Virus 

Correct Answer: A 

 

QUESTION 4
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The sign of incident that may happen in the future is called: 

A. A Precursor 

B. An Indication 

C. A Proactive 

D. A Reactive 

Correct Answer: A 

 

QUESTION 5

Business Continuity planning includes other plans such as: 

A. Incident/disaster recovery plan 

B. Business recovery and resumption plans 

C. Contingency plan 

D. All the above 

Correct Answer: D 
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