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QUESTION 1

A. Forensic Analysis 

B. Computer Forensics 

C. Forensic Readiness 

D. Steganalysis 

Correct Answer: B 

 

QUESTION 2

The ability of an agency to continue to function even after a disastrous event, accomplished through the deployment of
redundant hardware and software, the use of fault tolerant systems, as well as a solid backup and recovery strategy is
known as: 

A. Business Continuity Plan 

B. Business Continuity 

C. Disaster Planning D. Contingency Planning 

Correct Answer: B 

 

QUESTION 3

A US Federal agency network was the target of a DoS attack that prevented and impaired the normal authorized
functionality of the networks. According to agency\\'s reporting timeframe guidelines, this incident should be reported
within two 

(2)

 HOURS of discovery/detection if the successful attack is still ongoing and the agency is unable to successfully mitigate
the activity. Which incident category of the US Federal Agency does this incident belong to? 

A. 

CAT 5 

B. 

CAT 1 

C. 

CAT 2 

D. 
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CAT 6 

Correct Answer: C 

 

QUESTION 4

Incident response team must adhere to the following: A. Stay calm and document everything 

B. Assess the situation 

C. Notify appropriate personnel 

D. All the above 

Correct Answer: D 

 

QUESTION 5

Which among the following CERTs is an Internet provider to higher education institutions and various other research
institutions in the Netherlands and deals with all cases related to computer security incidents in which a customer is
involved either as a victim or as a suspect? 

A. NET-CERT 

B. DFN-CERT 

C. Funet CERT 

D. SURFnet-CERT 

Correct Answer: D 
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