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QUESTION 1

Digital evidence must: 

A. Be Authentic, complete and reliable 

B. Not prove the attackers actions 

C. Be Volatile 

D. Cast doubt on the authenticity and veracity of the evidence 

Correct Answer: A 

 

QUESTION 2

Removing or eliminating the root cause of the incident is called: 

A. Incident Eradication 

B. Incident Protection 

C. Incident Containment 

D. Incident Classification 

Correct Answer: A 

 

QUESTION 3

The individual who recovers, analyzes, and preserves computer and related materials to be presented as evidence in a
court of law and identifies the evidence, estimates the potential impact of the malicious activity on the victim, and
assesses the intent and identity of the perpetrator is called: 

A. Digital Forensic Examiner 

B. Computer Forensic Investigator 

C. Computer Hacking Forensic Investigator 

D. All the above 

Correct Answer: D 

 

QUESTION 4

Preventing the incident from spreading and limiting the scope of the incident is known as: 

A. Incident Eradication 
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B. Incident Protection 

C. Incident Containment 

D. Incident Classification 

Correct Answer: C 

 

QUESTION 5

Insiders may be: 

A. Ignorant employees 

B. Carless administrators 

C. Disgruntled staff members 

D. All the above 

Correct Answer: D 
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