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QUESTION 1

An organization faced an information security incident where a disgruntled employee passed sensitive access control
information to a competitor. The organization\\'s incident response manager, upon investigation, found that the incident
must be handled within a few hours on the same day to maintain business continuity and market competitiveness. How
would you categorize such information security incident?

A. High level incident

B. Middle level incident

C. Ultra-High level incident

D. Low level incident

Correct Answer: B

QUESTION 2

In which of the steps of NIST\\'s risk assessment methodology are the boundary of the IT system, along with the
resources and the information that constitute the system identified?

A. Likelihood Determination
B. Control recommendation
C. System characterization
D. Control analysis

Correct Answer: C

QUESTION 3

The individual who recovers, analyzes, and preserves computer and related materials to be presented as evidence in a
court of law and identifies the evidence, estimates the potential impact of the malicious activity on the victim, and
assesses the intent and identity of the perpetrator is called:

A. Digital Forensic Examiner

B. Computer Forensic Investigator

C. Computer Hacking Forensic Investigator

D. All the above

Correct Answer: D
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QUESTION 4

Which of the following terms may be defined as "a measure of possible inability to achieve a goal, objective, or target
within a defined security, cost plan and technical limitations that adversely affects the organization\\'s operation and
revenues?

A. Risk

B. Vulnerability

C. Threat

D. Incident Response

Correct Answer: A

QUESTION 5

Spyware tool used to record malicious user\\'s computer activities and keyboard stokes is called:
A. adware

B. Keylogger

C. Rootkit

D. Firewall

Correct Answer: B
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