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QUESTION 1

The ability of an agency to continue to function even after a disastrous event, accomplished through the deployment of
redundant hardware and software, the use of fault tolerant systems, as well as a solid backup and recovery strategy is
known as: 

A. Business Continuity Plan 

B. Business Continuity 

C. Disaster Planning D. Contingency Planning 

Correct Answer: B 

 

QUESTION 2

Incident may be reported using/ by: 

A. Phone call 

B. Facsimile (Fax) 

C. Email or on-line Web form 

D. All the above 

Correct Answer: D 

 

QUESTION 3

A payroll system has a vulnerability that cannot be exploited by current technology. Which of the following is correct
about this scenario: 

A. The risk must be urgently mitigated 

B. The risk must be transferred immediately 

C. The risk is not present at this time 

D. The risk is accepted 

Correct Answer: C 

 

QUESTION 4

The flow chart gives a view of different roles played by the different personnel of CSIRT. Identify the incident response
personnel denoted by A, B, C, D, E, F and G. 
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A. A-Incident Analyst, B- Incident Coordinator, C- Public Relations, D-Administrator, E- Human Resource, F-
Constituency, G-Incident Manager 

B. A- Incident Coordinator, B-Incident Analyst, C- Public Relations, D-Administrator, E- Human Resource, F-
Constituency, G-Incident Manager 

C. A- Incident Coordinator, B- Constituency, C-Administrator, D-Incident Manager, E- Human Resource, F-Incident
Analyst, G-Public relations 

D. A- Incident Manager, B-Incident Analyst, C- Public Relations, D-Administrator, E- Human Resource, F- Constituency,
G-Incident Coordinator 

Correct Answer: C 

 

QUESTION 5

________________ attach(es) to files 

A. adware 

B. Spyware 

C. Viruses 

D. Worms 

Correct Answer: C 
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