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QUESTION 1

An organization needs to ensure that SEP detects a malicious or potentially malicious file when downloaded via a text
messaging client. What feature can an organization enable in the Virus and Spyware Protection policy and modify its
sensitivity settings?

A. Global Scan Options

B. SONAR

C. Internet Email Auto Protect

D. Download Protection

Correct Answer: D

Reference: https://sway.office.com/uK6GBTakzHS7HolL?accessible=true

QUESTION 2

An administrator needs to configure Secure Socket Layer (SSL) communication for clients. In the httpd.conf file, located
on the Symantec Endpoint Protection Manager (SEPM), the administrator removes the hashmark (#) from the text
string

displayed below.

#Include conf/ssl/ssIForcClients.conf

Which two tasks must the administrator perform to complete the SSL configuration? (Select two.)

A. edit site.properties and change the port to 443

B. restart the Symantec Endpoint Protection Manager Webserver service

C. change the default certificates on the SEPM and reboot

D. change the Management Server List and enable HTTPs

E. change the port in Clients > Group > Policies > Settings > Communication Settings and force the clients to reconnect

Correct Answer: BD

QUESTION 3

An administrator plans to implement a multi-site Symantec Endpoint Protection (SEP) deployment. The administrator
needs to determine whether replication is viable without having to make network firewall changes or change defaults in
SEP.

Which port should the administrator verify is open on the path of communication between the two proposed sites? (Type
the port number.)
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A. 8443

Correct Answer: A

QUESTION 4

A user is unknowingly about to connect to a malicious website and download a known threat within a .rar file. All
Symantec Endpoint Protection technologies are installed on the client\\'s system.

In which feature set order must the threat pass through to successfully infect the system?
A. Download Insight, Firewall, IPS
B. Firewall, IPS, Download Insight
C. IPS, Firewall, Download Insight
D. Download Insight, IPS, Firewall

Correct Answer: B

QUESTION 5

A company receives a high number of reports from users that files being downloaded from internal web servers are
blocked. The Symantec Endpoint Protection administrator verifies that the Automatically trust any file downloaded from
an intranet website option is enabled.

Which configuration can cause Insight to block the files being downloaded from the internal web servers?

A. Intrusion Prevention is disabled.

B. Local intranet zone is configured incorrectly on the Windows clients browser settings.

C. Local intranet zone is configured incorrectly on the Mac clients browser settings.

D. Virus and Spyware Definitions are out of date.

Correct Answer: B
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