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QUESTION 1

An administrator is tasked with migrating a single virtual machine (VM) from an existing VMware vCenter to a secure
environment where corporate security policy requires that all VMs be encrypted. The secure environment consists of a
dedicated vCenter instance with a 4-node vSphere cluster and already contains a number of encrypted VMs.

Which two steps must the administrator take to ensure the migration is a success? (Choose two.)

A. Ensure that the source and destination vCenter instances share the same Key Management Server (KMS).

B. Ensure that Encrypted vMotion Is turned off for the VM.

C. Ensure that the VM is encrypted before attempting the migration.

D. Ensure that the VM is powered off before attempting the migration.

E. Ensure that the source and destination vCenter Servers have a different Key Management Server (KMS).

Correct Answer: AC

Explanation: To ensure a successful migration of an encrypted VM to a secure environment, the administrator needs to
ensure that the source and destination vCenter instances share the same Key Management Server (KMS), which
provides encryption keys for both environments; and ensure that the VM is encrypted before attempting the migration,
which allows preserving its encryption status during vMotion. References: https://docs.vmware.com/en/VMwarevSphere/
7.0/com.vmware.vsphere.security.doc/GUID-F8F105EC-AGEA-4F4A-AF5E- E091B1629B27.html

https://docs.vmware.com/en/\VMware- vSphere/7.0/com.vmware.vsphere.security.doc/GUID-C3FFBF62-D6BF-4A5E-
B3FDBFF622AC2ED9.html

QUESTION 2

An administrator is tasked with looking into the disaster recovery (DR) options for a software-defined data center
(SDDC).

The following requirements must be met:

All virtual machines (VMs) must be protected to a secondary site.

The source VMs must remain online until the failover.

When failing over to the secondary site, application downtime is allowed

The DR failover must be managed from the vSphere Client.

Costs must remain as low as possible.

How can the administrator accomplish this task?

A. Configure VMware Cloud Disaster Recovery (VCDR) and combine it with array-based storage replication
B. Configure VMware a Site Recovery Manager and combine it with vSphere Replication.

C. Configure a subscribed content library on the secondary site.
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D. Configure VMware Site Recovery Manager and combine it with array-based storage replication.
Correct Answer: B

Explanation: https://blogs.vmware.com/virtualblocks/2017/11/29/vsr-technicaloverview/

QUESTION 3

A group of new virtual machines have been deployed using thin-provisioned disks due to the limited storage space
available in an environment. The storage team has expressed concern about extensive use of this type of provisioning.

An administrator is tasked with creating a custom alarm to notify the storage team when thin provisioning reaches a
certain capacity threshold.

Where must the administrator define this alarm?

A. Datastore

B. Data center

C. Datastore cluster

D. Virtual machine

Correct Answer: A

Explanation: To create a custom alarm to notify when thin provisioning reaches a certain capacity threshold, the
administrator must define this alarm at the datastore level, as it is related to datastore usage. References: https://docs.v

mware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.monitoring.doc/GUID-B8DC03CB-EFB6-44FE-B3CB-
EFFAD3AF0292.html

QUESTION 4

An administrator wants to allow a DevOps engineer the ability to delete Tanzu Kubernetes Grid (TKG) cluster objects in
a vSphere Namespace. Which role would provide the minimum required permissions to perform this operation?

A. Administrator

B. Can View

C. Owner

D. Can Edit

Correct Answer: D

Explanation: The Can Edit role would provide the minimum required permissions to delete Tanzu Kubernetes Grid
(TKG) cluster objects in a vSphere Namespace, as it allows creating, updating, and deleting objects within a

namespace. References: https://docs.vmware.com/en/VMware-vSphere/7.0/vmware-vsphere-with- tanzu/GUID-
C2E9B5C1-D6F1-4E9B-BFFC-C93FC8CCEOBE.html
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QUESTION 5
An administrator is troubleshooting a recent failure and finds the following error messages:

The guest 0S has reported an error during gquiescing. The srror code was: 5 The error message was:
Asynchronous operation failed: >VssSyncstart
The guest 0S has reported an error during quiescing. The error code was: 5 The error message was:
“WssSyncStart’ operation failed: The >system cannot find the file specified. (0x80070002)
Which action has failed, thus resulting in these errors? (Choose the best answer.)
A. Virtual machine power off
B. Virtual machine snapshot
C. Virtual machine migration
D. Virtual machine reconfiguration

Correct Answer: B

Reference: https://kb.vmware.com/s/article/2090545
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