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QUESTION 1

With which solution is the cloud administrator interfacing when defining storage policies in a VMware Cloud software-
defined data center (SDDC)? 

A. VMware Virtual Volumes (vVols) 

B. VMware vSAN 

C. iSCSI 

D. VMware Virtual Machine File System (VMFS) 

Correct Answer: B 

VMware vSAN is a distributed storage platform that is integrated into the VMware Cloud software-defined data center
(SDDC). It provides policy-based storage management, allowing cloud administrators to define storage policies that can
be applied to virtual machines and other workloads. These policies govern how data is stored, replicated, and secured,
and are used to ensure that data is stored in a consistent and compliant manner. https://docs.vmware.com/en/VMware-
Cloud-on-AWS/services/com.vmware.vsphere.vmc-aws-manage-data-center-vms.doc/GUID-
EDBB551B-51B0-421B-9C44-6ECB66ED660B.html 

 

QUESTION 2

Which statements accurately describe gateway firewalls and distributed firewalls? (Select two options) 

A. Gateway firewalls and distributed firewalls can share the same sets of rules and policies. 

B. Only gateway firewalls use stateful rules. 

C. A distributed firewall controls the I/O path to and from a VM\\'s virtual NIC. 

D. A gateway firewall protects north-south traffic. 

Correct Answer: BD 

Gateway firewalls are used to protect east-west traffic, while distributed firewalls control the I/O path to and from a
VM\\'s virtual NIC. Furthermore, gateway firewalls and distributed firewalls cannot share the same sets of rules and
policies. 

 

QUESTION 3

Which logical switching component provides layer 2 forwarding functionality in a VMwareCloud software-defined data
center (SDDC). 

A. Segment port 

B. Uplink 

C. N-VDS/VDS 
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D. Transport node 

Correct Answer: C 

A VMware Cloud software-defined data center (SDDC) uses a logical switching component called a Network Virtual
Distributed Switch (N-VDS) or vSphere Distributed Switch (VDS) to provide layer 2 forwarding functionality [1][2]. A VDS
is a network switch that provides centralized network configuration, management, and monitoring. It works with the NSX
for vSphere data plane to provide layer 2 forwarding, packet filtering, and traffic monitoring services. A VDS is
composed of multiple Segment Ports (which are like individual physical ports on a normal switch), Uplinks, and
Transport Nodes. The Segment Ports are used to connect virtual machines to the VDS, while Uplinks are used to
connect the VDS to physical networks. Transport Nodes are the physical switches that are associated with the VDS. For
more information, see the official VMware documentation here: https://docs.vmware.com/en/VMware-NSX-Data-
Center/2.4/nsx_24_sdn_networking/ GUID-A4A6E4A8-FD7C-4B6E-A3D3-6F9B6D0578C2.html. 

 

QUESTION 4

Which types of networks are available when creating a segment in VMware Cloud on AWS? 

A. Routed, Extended, Disconnected 

B. Advertised, Extended, Isolated 

C. Routed, Stretched, Disconnected 

D. Advertised, Stretched, Isolated 

Correct Answer: A 

VMware Cloud on AWS GovCloud supports three types of network segments: routed, extended and disconnected. 

Routed networks: Routed networks allow you to route traffic between the on-premises data center and the VMware
Cloud on AWS environment using a VPN or AWS Direct Connect. Extended networks: Extended networks allow you to 

extend the on-premises network to the VMware Cloud on AWS environment using VXLAN. This type of network allows
you to extend the on-premises VLANs to the cloud environment, providing a seamless network extension. 

Disconnected networks: Disconnected networks are used when there is no direct connectivity between the on-premises
data center and the VMware Cloud on AWS environment. This type of network allows you to create isolated networks in 

the cloud environment for specific use cases, such as disaster recovery or testing. 

https://docs.vmware.com/en/VMware-Cloud-on-AWS-GovCloud-(US)/services/vmc-govcloud-networking-
security/GUID-7E79585B-1487-454A-90FE-BA82D3122C0E.html 

 

QUESTION 5

An administrator is tasked with collecting a support bundle from a Tanzu Kubernetes cluster for a support case. How
can the administrator collect this support bundle for the Tanzu Kubernetes cluster? 

A. Run the -tkc-support-bundler command. 

B. Run the kubact1 logs my-pod command 
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C. Run a compression tool of the log files located in /var/log/vmware/wcp/. 

D. Run the vm-support command. 

Correct Answer: A 

https://kb.vmware.com/s/article/80949 Tanzu Kubernetes Grid (TKG) provides a command line tool called tkg-support-
bundler which can be used to collect the necessary information and logs for troubleshooting and support cases. The
command can be run on the TKG CLI and it will gather all the necessary information and logs from the TKG control
plane and worker nodes, and package them into a single compressed bundle file. This bundle file can then be provided
to VMware support for further analysis. 
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