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QUESTION 1

If a company connects their data center to a VMware Cloud on AWS software-defined data center (SDDC) Instance
through a virtual private network (VPN) and advertises a 0.0.0.0/0 route, what Is the expected behavior of the SDDC
compute network traffic? 

A. All compute and management traffic will egress to the data center. 

B. All compute network traffic destined for the data center will egress through the VPN but all Internet traffic will egress
through the cloud provider Internet gateway. 

C. All compute network traffic will egress through the cloud provider Internet gateway. 

D. All compute network traffic will egress to the data center. 

Correct Answer: D 

When a VPN is established between the data center and the SDDC Instance, it allows the organization to create a
private and secure connection between their on-premises infrastructure and their workloads running in the cloud. By
advertising a 0.0.0.0/0 route, the organization is essentially routing all traffic to the VPN tunnel, which means that all
traffic including traffic destinedfor the data center and internet traffic, will be sent through the VPN tunnel to the
company\\'s data center. It is important to note that this configuration depends on the company\\'s network architecture
and security policies, and that there may be other alternatives that better fit the organization\\'s needs. 

 

QUESTION 2

A cloud administrator is managing a VMware Cloud on AWS environment. Currently, there Is a single cluster consisting
of four 13.metal hosts. Due to an increased demand, cluster capacity has to be expanded by 60 cores and 640 GB of
memory. 

What should the administrator do to meet the demand? 

A. Add 16 CPU cores to the existing hosts. 

B. Add three c4.metal hosts to the cluster. 

C. Add two i3.metal hosts to the cluster. 

D. Add one i3en.metal host to the cluster. 

Correct Answer: C 

According to the VMware Cloud on AWS documentation, the minimum capacity of an i3.metal host is 8 vCPUs and 64
GB of memory. Therefore, to meet the demand of an additional 60 cores and 640 GB of memory, the administrator
should add two i3.metal hosts to the cluster. For more information, please refer to the official VMware Cloud on AWS
documentation at:https://docs.vmware.com/en/VMware-Cloud-on-AWS/index.html. 

 

QUESTION 3

Which VMware Cloud tool would an administrator use to forward all the monitored traffic to a network appliance for
analysis and remediation? 
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A. vRealize Log Insight 

B. Traceflow 

C. Port mirroring 

D. IPFIX 

Correct Answer: C 

Port mirroring is a VMware Cloud tool that an administrator can use to forward all the monitored traffic to a network
appliance for analysis and remediation. The network appliance can then analyze the mirrored traffic and take the
appropriate 

remedial action. Port mirroring can also be used to identify and troubleshoot network issues, as well as monitor network
activities. 

Port mirroring lets you replicate and redirect all of the traffic coming from a source. The mirrored traffic is sent
encapsulated within a Generic Routing Encapsulation (GRE) tunnel to a collector so that all of the original packet
information is 

preserved while traversing the network to a remote destination. 

Port mirroring is used in the following scenarios: 

Troubleshooting - Analyze the traffic to detect intrusion and debug and diagnose errors on a network. 

Compliance and monitoring - Forward all of the monitored traffic to a network appliance for analysis and remediation. 

Port mirroring includes a source group where the data is monitored and a destination group where the collected data is
copied to. The source group membership criteria require VMs to be grouped based on the workload such as web group
or 

application group. The destination group membership criteria require VMs to be grouped based on IP addresses. Port
mirroring has one enforcement point, where you can apply policy rules to your SDDC environment. 

The traffic direction for port mirroring is Ingress, Egress, or Bi Directional traffic: 

Ingress is the outbound network traffic from the VM to the logical network. Egress is the inbound network traffic from the
logical network to the VM. Bi Directional is the traffic from the VM to the logical network and from the logical network to 

the VM. This is the default option. 

https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-
security/GUID-3268A0D3-89D0-406F-B44F-156DD1A30E00.html 

 

QUESTION 4

Which software development challenge can a cloud administrator address by adopting a cloud operating model? 

A. The length of time needed to provision the required infrastructure 

B. High operating expense (OPEX) spending due to software licenses 

C. The use of different programming languages by developers 
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D. Lack of standardization of operating systems used by developers 

Correct Answer: A 

https://blogs.vmware.com/management/2021/10/introduction-to-vmware-cloud-operating-model.html 

 

QUESTION 5

A customer needs additional capacity to handle seasonal spikes and decides to use a VMware Public cloud provider the
extra capacity. Which use case describes this customer scenario? 

A. Disaster recovery 

B. Data center extension 

C. Cloud migrations 

D. Modernizing applications 

Correct Answer: B 

This customer scenario describes a use case of extending the capacity of an existing data center with a public cloud
provider, such as VMware Cloud. This allows the customer to extend their capacity to handle seasonal spikes in
demand, without having to invest in additional physical infrastructure or make significant changes to their existing setup.
According to VMware\\'s official website, "VMware Cloud enables customers to extend their data centers to the public
cloud and dynamically scale capacity up or down with the same tools, processes, and policies they use today in their
private cloud or data center environments." [1] 

[1] https://www.vmware.com/products/vmware-cloud.html 
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