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QUESTION 1

A company is deploying a NSX-T Data Center micro-segmentation in their vSphere environment to allow simple 3-tier
app forms through web, app, and database. 

The naming convention will be: 

1. 

• WKS-WEB-SRV-XXX 

2. 

• WKY-APP-SRR-XXX 

3. 

• WKI-DB-SRR-XXX 

What is the optimal way to group them in order to enforce security policies from NSX-T Data Center? 

A. Use Edge as a firewall between tiers. 

B. Create an Ethernet based security policy. 

C. Do a service Insertion to accomplish the task. 

D. Group all by means of tags membership. 

Correct Answer: D 

 

 

QUESTION 2

An NSX administrator has configured a load balancer virtual server on a Tier-1 Gateway. In order to advertise the load
balancer virtual IP to the Tier-0 Gateway, which route advertisement configuration has to be done on the Tier-1
Gateway? (Choose two.) 

A. Information 

B. Advertise All LB SNAT IP Routes 

C. Advertise All LB VIP Routes 

D. All Static Routes 

E. Advertise All NAT Routes 

Correct Answer: BC 

Reference: https://docs.pivotal.io/pks/1-4/nsxt-mgmt-lb.html 
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QUESTION 3

Which command is used to verify the application of Distributed Firewall Rules applied to a VM on a KVM transport
node? 

A. esxcli network firewall get 

B. esxcli network ip connection list 

C. ovs-vsctl add-br br-int 

D. ovs-appctl -t /var/run/openvswitch/nsxa-ctl dfw/rules  

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-NSX-T-Data-Center/2.2/nsxt_22_troubleshoot/GUIDE7A7C5BE-
C23E-4E6A-8B73-F9DBB54AC5F1.html 

 

QUESTION 4

Which CLI command is used to start the NSX Manager virtual machine in the KVM environment? 

A. virsh start  

B. virsh poweron  

C. virsh poweron  

D. virsh start  

Correct Answer: A 

Reference: https://docs.vmware.com/en/VMware-NSX-T-Data-Center/2.1/com.vmware.nsxt.install.doc/
GUID-928BAF6E-4684-43A0-8766-8FE191FE1FA7.html 

 

QUESTION 5

Which two IP Discovery mechanisms are supported in KVM-environments? (Choose two.) 

A. IGMP Snooping 

B. Packet Snooping 

C. DHCP Snooping 

D. ARP Snooping 

E. ND Snooping 

Correct Answer: CD 
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Reference: https://docs.vmware.com/en/VMware-NSX-T-Data-Center/2.4.0/rn/VMware-NSX-T-DataCenter-240-Release-
Notes.html 
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