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QUESTION 1

Which two logs can be used to troubleshoot issues related to Secure Email Gateway? (Choose two.)
A. httptransaction.log

B. CloudConnector.log

C. SecurityGateway_*.log

D. esmanager.log

E. app.log

Correct Answer: BE

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1810/vmware-airwatch-logging-guide.pdf

QUESTION 2

With an HA setup of the Identity Manager Connector, which setting would need to be manually modified in the event of a
failure to the primary Identity Manager Connector to maintain full functionality within Workspace ONE IDM?

A. The Authentication Adapter Connector

B. The Directory Sync Connector

C. The System Identity Provider Connectors
D. The Built-in Identity Provider Connectors

Correct Answer: B

QUESTION 3

Which three occur on an Android device when it goes through Adaptive Management and becomes Workspace ONE
Managed? (Choose three.)

A. The Android for Work version of VMware Workspace ONE app gets activated.
B. The Android device immediately goes through Android OS update.

C. The original VMware Workspace ONE app gets de-activated.

D. The Work folder gets created on the Android device.

E. The Android device prompts user to backup internal storage to Google Cloud.

Correct Answer: ABD
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QUESTION 4

Which is correct step to prevent unmanaged devices from accessing email through Office 365 using SEG?

A. Federate 0365 with Workspace One and use access policies in Workspace One to allow only managed devices.
B. Run PowerShell commands to manually block devices.

C. Configure IP whitelisting in 0365 admin console to allow only SEG\\'s IP address and block everything else.

D. Change the default access policy in 0365 to quarantine and whitelist devices enrolled in Workspace One UEM.
Correct Answer: B

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/9.4/vmware-airwatch-mobile-email-
management-guide.pdf

QUESTION 5

A customer currently has Okta as an identity provider and wishes to use Just in Time provisioning to automatically
provision users to both Workspace ONE UEM and VMware Identity Manager (vIDM) during mobile device enroliment to
their Workspace ONE UEM environment.

Which is the correct configuration to meet this use case?

A. Configure Okta as the Identity Provider to Workspace ONE UEM and configure Okta as the Identity provider for
vIDM

B. Configure vIDM and the Identity Provider to Okta and configure Mobile OS as the Identity provider for Workspace
ONE UEM

C. Configure vIDM and the Identity Provider to Okta and configure Okta as the Identity provider for Workspace ONE
UEM

D. Configure vIDM as the Identity Provider to Workspace ONE UEM and configure Okta as the Identity provider for
vIDM

Correct Answer: A
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