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QUESTION 1

Which options lists cloud deployment modes? 

A. Private, public, hydrid, community 

B. Private, public, hydrid, shared 

C. IaaS, PaaS, SaaS 

D. Private, public, hydrid 

Correct Answer: A 

https://www.ibm.com/developerworks/community/blogs/722f6200-f4ca-4eb3-9d64-8d2b58b2d4e8/entry/4_Types_of_Clo
ud_Computing_Deployment_Model_You_Need_to_Know1?lang=en 

 

QUESTION 2

What are mandatory policies needed to support IPSec VPN in CSM environment? (Choose two) 

A. IKE Proposal 

B. Group encryption 

C. IPSec Proposal 

D. GRE modes 

E. Server load balance 

Correct Answer: AC 

Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and
distribute IPsec encryption keys, and to automatically establish IPsec security associations (SAs). The IKE negotiation 

comprises two phases. Phase 1 negotiates a security association between two IKE peers, which enables the peers to
communicate securely in Phase 2. During Phase 2 negotiation, IKE establishes SAs for other applications, such as
IPsec. 

Both phases use proposals when they negotiate a connection. 

An IKE proposal is a set of algorithms that two peers use to secure the IKE negotiation between them. 

IKE negotiation begins by each peer agreeing on a common (shared) IKE policy. This policy states which security
parameters will be used to protect subsequent IKE negotiations. For IKE version 1 (IKEv1), IKE proposals contain a
single set 

of algorithms and a modulus group. You can create multiple, prioritized policies at each peer to ensure that at least one
policy matches a remote peer\\'s policy. Unlike IKEv1, in an IKEv2 proposal, you can select multiple algorithms and 

modulus groups from which peers can choose during the Phase 1 negotiation, potentially making it possible to create a
single IKE proposal (although you might want different proposals to give higher priority to your most desired options).
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You 

can define several IKE proposals per VPN. 

An IPsec proposal is used in Phase 2 of an IKE negotiation. The specific content of the proposal varies according to
topology type (site-to-site or remote access) and device type, although the proposals are broadly similar and contain
many of 

the same elements, such as IPsec transform sets. 

 

QUESTION 3

An engineer is applying best practices to step STP unauthorized changes from the user port. Which two actions help to
accomplish this task? (Choose two.) 

A. configure RSTP. 

B. enable STP Guard. 

C. disable STP 

D. enable BPDU Guard. 

E. enable Root Guard. 

Correct Answer: DE 

 

 

QUESTION 4

Which command must be used to implement the unicast RPF feature on a Cisco ASA device? 

A. ip verify source port-security 

B. ip source-route 

C. ip verify unicast reverse-path 

D. ip verify reverse-path interface  

Correct Answer: D 

 

QUESTION 5

Which hypervisor technology is supported by Cisco ASA 1000V Cloud Firewall? 

A. KVM 

B. XenServer 
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C. Hyper-V 

D. VMware vSphere 

Correct Answer: D 

https://www.cisco.com/c/en/us/products/collateral/security/asa-1000v-cloud-firewall/data_sheet_c78-687960.html 
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