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QUESTION 1

Which Cisco product provides a GUI-based device management tool to configure Cisco access routers?
A. Cisco ASDM

B. Cisco CP Express

C. Cisco ASA 5500

D. Cisco CP

Correct Answer: D

QUESTION 2

A security engineer is troubleshooting traffic across a Cisco ASA firewall using a packet tracer. When configuring the
packet tracer, which option must be used first?

A. interface
B. protocol
C. source

D. destination

Correct Answer: A

QUESTION 3

Which component does Cisco ASDM require on the host Cisco ASA 5500 Series or Cisco PIX security appliance?
A. a DES or 3DES license

B. a NAT policy server

C. a SQL database

D. a Kerberos key

E. a digital certificate

Correct Answer: A

QUESTION 4

Which two statements about transparent firewall are true? (Choose two)
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A. Transparent firewall works at Layer 2

B. It does not support any type of vpn

C. it can have only a management ip address

D. it only support path

E. both interfaces must be configured with private ip addresses

Correct Answer: AB

QUESTION 5

A router is being enabled for SSH command line access. The following steps have been taken:
-The vty ports have been configured with transport input SSH and login local.

-Local user accounts have been created.

-The enable password has been configured.

What additional step must be taken if users receive a \\'connection refused\\' error when attempting to access the router
via SSH?

A. A RSA keypair must be generated on the router

B. An access list permitting SSH inbound must be configured and applied to the vty ports
C. An access list permitting SSH outbound must be configured and applied to the vty ports
D. SSH v2.0 must be enabled on the router

Correct Answer: A
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