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QUESTION 1

On an ASA running version 9.0, which command is used to nest objects in a pre-existing group? 

A. object-group 

B. network group-object 

C. object-group network 

D. group-object 

Correct Answer: D 

 

QUESTION 2

How much storage is allotted to maintain system,configuration , and image files on the Cisco ASA 1000V during OVF
template file deployment? 

A. 1GB 

B. 5GB 

C. 2GB 

D. 10GB 

Correct Answer: C 

 

QUESTION 3

Which configuration on a switch would be unsuccessful in preventing a DHCP starvation attack? 

A. DHCP snooping 

B. Port security 

C. Source Guard 

D. Rate Limiting 

Correct Answer: D 

Other Catalyst switch features, such as IP source guard, can provide additional defense against attacks such as DHCP
starvation and IP spoofing. Similar to DHCP snooping, IP source guard is enabled on untrusted Layer 2 ports. All IP
traffic is initially blocked, except for DHCP packets captured by the DHCP snooping process. Once a client receives a
valid IP address from the DHCP server, a PACL is applied to the port. This restricts the client IP traffic to those source
IP addresses configured in the binding. Any other IP traffic with a source address other than the addresses in the
binding is filtered. http://www.cisco.com/c/en/us/support/docs/switches/catalyst-3750-series-
switches/72846-layer2-secftrscatl3fixed.html#ipsourceguard 
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QUESTION 4

ASA in transparent mode,for which traffic default route is required? 

A. trusted 

B. untrusted 

C. Internet, 

D. inside 

E. management 

Correct Answer: E 

In transparent mode, the default route, which is required to provide a return path for management traffic, is only applied
to management traffic from one bridge group network. This is because the default route specifies an interface in the
bridge group as well as the router IP address on the bridge group network, and you can only define one default route. If
you have management traffic from more than one bridge group network, you need to specify a regular static route that
identifies the network from which you expect management traffic. 

 

QUESTION 5

Which action is considered a best practice for the Cisco ASA firewall? 

A. Use threat detection to determine attacks 

B. Disable the enable password 

C. Disable console logging 

D. Enable ICMP permit to monitor the Cisco ASA interfaces 

E. Enable logging debug-trace to send debugs to the syslog server 

Correct Answer: C 
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