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QUESTION 1

Which statement about Cisco IPS Manager Express is true?

A. It provides basic device management for large-scale deployments.

B. It provides a GUI for configuring IPS sensors and security modules.

C. It enables communication with Cisco ASA devices that have no administrative access.
D. It provides greater security than simple ACLs.

Correct Answer: B

QUESTION 2

If learning accept mode is set to "auto” and the knowledge base is loaded only when explicitly requested on the IPS,
which statement about the knowledge base is true?

A. The knowledge base is set to load dynamically.
B. The knowledge base is set to "save only."

C. The knowledge base is set to "discarded."

D. The knowledge base is set to load statically.

Correct Answer: B

QUESTION 3

In addition to the CLI, what is another option to manage a Cisco IPS?
A. SDEE

B. Cisco SDM

C. Cisco IDM

D. Cisco ISE

Correct Answer: C

QUESTION 4
Over the period of one day, several Atomic ARP engine alerts fired on the same IP address. You observe that each time

an alert fired, requests on the IP address exceeded replies by the same number. Which configuration could cause this
behavior?
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A. The reply-ratio parameter is enabled.
B. MAC flip is enabled.

C. The inspection condition is disabled.
D. The IPS is misconfigured.

Correct Answer: A

QUESTION 5
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In this simulation, you have access to the mail fiow policies and sender groups configured on a Cisco Email Security Appliance. You-are also
provided the following list of fictional domains. Senderbase has records for one sender from each of these domains. The list provides the
domain name and the SenderBase Reputation Score for the domain's sender.

\i120 red.public, -8
orange.public, 4
yellow.public, -2
green.public, 2
blue public, §
violet.public, 8

our task is to raview the configuration on the Cisco Email Security Applisnce, and then answer & multiple choics questions sbout the bahavior
of the Cisco Email Security Appliance given the configuration and the domain SznderBase Reputation Scores.

Instructions

Access the configuration of the Cisco Email Security Appliance uging the MaiFiowPolicies tab. Within the GUI, you can navigate between the HAT Ovag
tables. ou can also navigate to the individual Mail Flow Policies and Sender Groups that are configured on the appliance.

Consider the configuration and the SenderBase Reputation Scores of the following fictitious domains when answering the 5 multiple choice
+ red. public, 6
+ orange.public, -4

+  yellow public, -2

+ green.public, 2

N

+  bilue.public, &

+  violet.public, &

THIS TASK DOES HOT REQUIRE DEVICE CONFIGURATION.

Click on the MailFiowPolicies tab to access the device configuration.
To access the multiple-choice questions, click on the numbered boxes on (he left of the
There are four multiple-choice guestions with this task. Be sure to answer all four i

; Logged in @5 admin on esa.secure-xK.local
ol FI.I I 1. Cisco C100V My Fawotites - Options - Help and Support -
CISCO Email Security Virtual Appliance

] Maonitar Mail Policies Network System Administration

Mail Flow Policies

Policy Name Behavior

ACCEPTED Accept | &
BLOCKED Reject | W
RELAYED | Relay | @
THROTTLED Accept @
TRUSTED | Accept | @

Default Policy Parameters

Copyright @ 2003-2043 Cisco Systems, Incg All rights rezerved, | Privacy Staterment
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Manitar Security Services Metwork System Administration

Email Security Manager |

Incoming Mail Policies

HAT Owverviey Incoming Content Filters
Dutgoing Mail Policies

Fieearione Outgoing Content Filters

Find Seni

Sender Groups {
| Add Sender Group. Address Lists Impart HAT,

Recipient Access Table (RAT) derBase™ Reputation Scare (2)

Host Access Table (HAT)
I HAT Overview
Mail Flow Palicies

Exception Table

Mail Flow Policy ‘ D

Domain Keys

Sender  pestination Cortrals 4 2 0 2 4 & 8 40 slete
1 _i RELAYTLI  Bounce Verification | T 1) LU | IiEU‘EE‘_ _______________ ) _@ -
7,,2,71 WHITEL  pata Loss Prevention (DLP} | v Ul TRusEn . m
3 VBLACKL by 7 pglicy Manager — | sLocken | @
B e S S U S W 0 S R
4 SUSPEC DLp Msssags Actions [ —— | THROTTLED ow
5 | UNKNOY E=——————=i | ACCEPTED | i}

AL yerification Profiles s =

Signing Profiles | Exéort HAT ..
Signing Keys
- |

Text Resources

Dictionaries

Copyright & 2003-2018 Cisco Spstems, Inc All Hights reserved, | Privacy Statemnent

Cisco C100V W . 7 Ll

Email Security Virtual Appliance

ol
cisco

Maniter Mail Policies Seeurity Services Netwark System Administration

HAT Overview

Find Senders

Find Senders that Contain this Text: ‘ | Find

add Sender Gmué

Import HAT

SenderBase™ Reputation Score (7)

order | Sender Group f0 8 6 & 2 (i) 7 4 : i Delete
1 | RELATLIST |
z | WHITELIST

[ ‘ THROTTLED

| ACCEPTED
| ACCEPTED

@
@

5 | UnknownLIST
| ALl |

| Export HAT... JM

‘Copyright @ 2003-2013 Cisco Systems, Inc, Privacy Statamert

Logged in‘as: admin on esa.secure-x.local
i Help and Suppart -

slialis Cisco C100V
cisco Emall Security \/
Monitor

Netwark System Administration

t Access Table (HAT)
HaT O

Policy Name dentey | Behavior | Delstz
= Y ~ b Mail Flow Policies AT |ﬁ
ACCEPTED X Accept @
e Excaption Table P— S
BLOCKED Reject
- #ddress Lists oI | @ -
RELATED Relay | @
= T=—— Recipisnt Access Table (RAT)  ————— —iaa————————— =
THROTTLED S | Accept @
————— Destination Controls t
TRUSTED [ Accept | i §

- Bounce Verification - £ o 1 .
Drefault Policy Param: ‘ |

Data Loss Prevention (DLP)
DLP Policy Manager
DLP Message Actions

Coperight ® 2003-20; Domain Keys 2d. | Privacy Staternent
Verification Profiles

Signing Profiles
Signing Keys
Text Resources
Dictionaries
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" Manitor Mail Palicies Security Services Network System Administration

Mail Flow Policy: ACCEPTED - IncomingMail 172.16.16.25:25

Edit Policy Se!

|ACCEFTED |

Connection Behavior: |JQJ:':_UZTE'
Cannections: Max. Messages Per Connection: | & .. pefault O |—|
Max. Recipients Per Message: | & oo pefault sy © |_|
Max, Message Sizei | @ i pefault (1omy © [ |

(add = trailing & for kitobytes; M for megabyles)

Max, Cancurrent Connections From a Single IP: & s Default {10 & I—l

SMTP! Customn SMTFP Banner Code:

& Use Default (z20) © 220 ]
Custorn SMTFP Banner Text: | o Use Default ()
-
o -
(e} de SMTP B, Host i
vermas annerfosthame & Use Default (Use Hostname from Interface)
© Use Hostname fram Interface

< I

Rate Limit for Hosts: Max. Recipients Per Hour: IS

Use Default (Unhmited)

© Unlimited
¢ ==

Use Default (452)

Max. Recipients Per Hour Code:

Y

Mazx, Recipients Per Hour Text:

a

Use Default §
T

. ' i yadmin on esa.secure-x.local
sl Cisco C100V y e Help and

CISCo Emall Security Virtual Appliance

Manitor il Pal Security Services

Email Security Manager

Incoming Mail Policies

Mail Flow Pol| Incoming Content Filters
Outgoing Mail Policies

Edit Policy Setting SRR Filter

p  Host Access Table (|
HAT Qverview
b Mail Flow Paolicies

Connection Beh)

Cannec  Evcention Table

Address Lists

& Use Default (10} © I 0
pients Per Message: | (@ Use Default (50) (o [—I
Recipient Aci -
Max, Message Size: | (& (e I:I
Destinati i Use Default (10M)

(add & trating & for kifobyples; M for megabytes)

s From & Single IP: & Use Default {10y - I:

SMTP Banner Code:

@ se Default (z20) © [0

pHiay SMTP Banner Text:

&
jcation Profiles Use Default ()

ing Profiles

ning Keys ol

Text Resgureas 2 Banner Hostname:

Dictionaries & Use Default (Use Hostname from Interface)

" Use Hostname fram Interface

o I

I Flow Limits
Rate

imit for Hosts: Max. Recipients Per Hour: | o Use Default (Unlimitsd)
se Defaul rilimite

© Unlimited
¢ [—|
@ lse Default (452)

(.7

& Use Default (Too rany recipients received this hour)

Max. Recipients Per Hour Code:

Max. Recipients Per Hour Text:
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A Manitar Mail Palicies Security Services Networl Systern Administration

Sender Group: BLACKLIST - IncomingMail 172.16.16.25:25

Sender Group Settings

Mame: | BLACKLIST
Crder: | I

Comment: | Spammers are rejected
Policy: | BLOCKED
SBRS {Optional): | -10.0to -3.0

MNone

DNS Lists (Optiona

Connecting Host DNS Verification: | Mone Included

| << Back to HAT Overview |

Find Senders

|

Find Senders that Contain this Text:

Sender List: Display All Items in List
add Sender..

There are no senders.,

Copyright @ '2EID3-ZD-13 Gisco Gystams, Inc, All rights reserved: | F“iiuacl,- Statsment

. Lagged n as: admin on esa.secure-x.local
stlralre Cisco C100V My Favarites - Options - Help and Sapport -
CisSCOo Emall Secunty Virtual Appliance

Monitor Systemn Administration

Email Security Manager

Incoming Mail Policies

Sender Grou Incoming Content Filt
Cutgaing Mail Palicies

Sender Group Setti Qutgoing Content Filters

Host Access T
b HAT Overview
Mail Flow Folici

172.16.16.25:25

ars are rejected
Excep, o

-3.0
able (RAT)

ontrals Luded

\erification I - .
<< Back to Edit Settings... I

0ss Prevention (DLP)

JLF Policy Manager

DLP Message Actions =
| o]

Domain Keys

Find Senders

Find Sent

Sender List: Displa erification Profiles

| add Sender,..

Signing Profiles
Signing Keys

Thare are no sendet:

Text Resources

Dictionaries

Copyright @ Z003-2013 Gisco Systems, Inc All rights reserved, | Privacy Statement
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) Manitar Mail Palicies Seclrity Services Metwork Systern Administration

Mail Flow Policy: BLOCKED - IncomingMail 172.16.16.25:25

Edit Policy Sel

|ELOCKED |

Connection Behavior: | | Reject Ei
Connections: Masx, Messages Per Gonnection! | & |jco pefautt (107 O :

Max. Recipients Per Message; | @& Use Default (s0) © |
Max, Message Sizet | @& oo pefault (10m) ]

(add a trailing & for kilobytes; M for megabyles)

Max, Concurrent Connections From a Single IP: & s Defaile oy - I:[

SMTP: Custom SMTF Banner Code:

o)

Use Default (554)

Custom SMTP Banner Text: |~ Use Default ()
=e Defaul

Your access to this mail systemn E.been -
rejected due to the sending MTA's poor
reputation. If you believe that this failure ~

Override SMTP Banner Hostname:
@ Use Default {Use Hostname from Interface)

Use Hostname from Interface
o

Mail Flow Limits

Rate Limit for Hosts: Max. Recipients Per Hour: | o Use Default (Unlimitad)

© Unlimited
o [ —

Mazx, Recipients Per Hour Code: | o

Use Default (452)

Max, Recipients Per Hour Text:

Cisco C100V

Emall Secunty Virtual Appliance

mmim
cisco

Email Security Manager

Incoming Mail Policies

Mail Flow Pol Incoming Content Filters
Qutgaing Mail Policies

Edit Policy Settings} Outgaing Content Filte

N Host Access Table (HA
HAT Overview

Connection Beh|

-

Mail Flow Policies

Connec

@ Usepefaulcqny © [ ]
ients Per Message! | & Uge Default(50) ¢ | |
Max. Message Size: | & ysepefaul (oM C [ |

(add 2 fraiing K for Lilobytes; M for megabytes)

F Single IP: -
AsrAmIESIngle & usepefaute (10) O |
SMTF B Cade:

SMNErEo8% | & se Default (554) C == 1

SMTP Banner Text:

Exception Table
Address Lists

Recipient Ac
Destj

main Keys
-
cation Profiles Use Default ()
ing Profiles Your access to this mail system has been =
it rejected due to the sending MTA's poor
gning keys & reputation. If you believe that this failure =

Text Resources 3
Banner Hostname:
T & Use Default {Use Hostname from Interface)

Dictionaries
" Use Hostname from Interface
e | |
| Flow Limits
Rate Limit for Hosts: Max. Recipients Per Hour:

& Use Default {Unlimited)

 Unlimited

(o |_|
& Use Default (452)

C [ —

& Use Default {Too many recipients received this hour)

[ u

Max. Recipients Per Hour Caode:

Max. Recipients Per Hour Text:
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A Monitar Mail Palicies Security Services Netwark System Administration

Mail Flow Policy: RELAYED - IncomingMail 172.16.16.25:25

Edit Policy Settings

Name: | [RELavED ]

Connection Behavior: | |Relay E'
Connections: Max. Messages Per Connection: | & o pefault amy O I |
Mazx, Recipients Per Message: | & .o pefault (s0) s I

Max, Message Size: | @ ). Default (1omy O I:I

(add & trailing & for kilobytes; M for megabytes)

Max, Concurrent Connections From a Single IP: | o Use Default (10) O I |

SMTP: Custom SMTP Banner Code: @ Lse Default (220) € I:‘

Custom SMTP Banner Text:

2

Use Default ()

Override SMTP Banner Hostname:

0

Use Default (Use Hostname from Interface)

Use Hostname from Interface

Rate Limit far Hosts: Max, Recipients Per Hour:

0

Use Default (Unlimited)

S

Unlimited

Use Default (452)

Max. Recipisnts Per Hour Code:

0

Max, Recipients Per Hour Text:

stlralie Cisco C100V

cisco Emall Security Virtual Appliance

Email Security Manager

pport -

Incoming Mail Policies

Mail Flow Po| Incoming Cortent Filters
| Outgoing Mail Policies

Edit Policy Settingd Outgoing Content Filte|

N Host Access Table (HA
HAT Overview
Mail Flow Paolicies

Connection Beh
| - iy

Connec

G Use Default (10) e I—
& Use Default (s0) Iil
Max. Message Size: | & yse pefault (tom)  © | |

(add a trafling & for kilobytes; M for megabytes)

as From a Single IP: & |seDsfautt (10 I Iil
SMTP Banner Code: | o Use Dsfault (220) O :

SMTF Banner Text:

Exception Table
Address Lists

ients Per Message:

Recipient Aco

o
cation Profiles Use Default ()

ing Profiles
r

Text Resources 5
Banner Hostname:
Didiaratas & Use Default {Use Hostname from Interface)

© Use Hostname from Interface
& | |

| Flow Limits

Rate Lirmnit for Hosts: Maz, Recipients Per Hour: | o Use Default (Unlimited)

 Unlimited

O I
© Use Default (452)
(R

& Use Default {Too many recipiants received this hour)
I -

Max, Recipients Per Hour Code:

Mazx. Recipients Per Hour Text:
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A Monitar Mail Policies Security Seryices Network System Administration

Sender Group: RELAYLIST - IncomingMail 172.16.16.25:25

Sender Group Settings

Narne: | RELAYLIST
Order: : 1

Comment: | Only select hosts can relay from this box

Policy: | RELAYED
SBERS (Optional): | Mot in use
DNS Lists (Optional): : Nong

None Included

Connecting Host DNS Verificatio

| << Back to HAT Qverview |

Find Senders

Find Sendars that Contain this Text: : |

Sender List: Display All Items in List

| add Sender...

All
r

Delete

Sender | Comrment

hg-mail.maroon.public None

| << Back to HAT Overyiew

Copright @ Z003-2013 Cisco Systerns, Tnc All rights reserved. | Privacy Staternent

Lagaged inas: admin on esa.secure-x.local

+ I hll & Cisco C‘! OOV tes - Options - Help'and Support -
cisco Email Security Virtual Appliance

Manitar System Administration

Email Security Manager

Incoming Mail Policies

Sender Grou Incoming Content Filters
Cutgoing Mail Po

Sender Group Setti Outgoing Content

Host Access Tahle

72.16.16.25:25

-

=ct hosts can relay from this box

zluded

| Edit Settinés...

ata Loss Prevention (DLP)
F Policy Manager

LP Message Actions —
|

Domain Keys

Verification Profiles

Sender List: Displa

[ an
| add Sender., | i

Signing Profiles

all
Text Resources I

Sender Dictionaries | Commernt | Delete
hg-mail,maroon,public | None | B

| <= Back to HAT Overview | Delete |

Copyright & 2003-2013 Cisco Systems, Inc All righ:bs reserved, | Privacy Statament
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n Monitar Mail Palicies Security Services Network System Administration

Sender Group: SUSPECTLIST - IncomingMail 172.16.16.25:25

Sender Group Settings

MName: | SUSPECTLIST

Order: | 4

Comment: | Suspicious senders are throttled

Poliey: | THROTTLED

SBRS (Optional): | -3.0 ta 3.0

DMS Lists (Optional}: | None

Connecting Host DNS Verification: | Mone Included

| <= Pack to HAT Overview |

Find Senders

Find Senders that Contain this Text: |

jj Find |

Sender List: Display All Items in List

Add Sender.,.

There are no senders,

Gupyright © 2003-2013 Sisco Systems, Inc All tights reserved. | Privacy Staterment

. Logged in as: admin on esa.secure-x.local
ol I inll 1. Cisco C100V tes Options - Help and Support -
CISCO Email Security Virtual Appliance

Monitar i Systern Administration

Email Security Manager

Incorming Mail Policies

Sender Grou [Incoming Content Filt
Outgoing Mail Policies

Sender Group Setti Outgoing Content Filters

Host Access T
HAT Overview

ail 172.16.16.25:25

-

Mail Flaw Polici us senders are throttled

Excepti ED
.0
able (RAT) .
ntrals ;Iuded

——— = Verification e
| << Backta C Edit Settings... |

oss Prevention (DLP)

P Policy Manager
DLP Messaage Actions

Find Senders

Find Seni

|

Domain Keys

Verification Profiles

Sender List: Displa
Signing Profiles

| add Sender... | sinkers

There are no sender:

Text Resources

Dictionaries

Copyright @ 2003-2013 Cisco Systems, Inc All rghts reserved, | Privacy Staternent
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A Manitar ail Palicies Security Services Network System Administration

Mail Flow Policy: THROTTLED - IncomingMail 172.16.16.25:25

Edit Policy Sel

[THROTTLED |
|

Connections: Max. Messages Per Connection! | oo pefault (o) * ll—i

Max. Recipients Per Message: | oo pefault (s0) @ [z5

Max, Message Sizei | oo pefault (10M) i« 124_32?_Eﬂ
(add & trailing & for kitobytes; M for megabytes)

Max, Concurrent Connections From a Single IP: LRI am & lﬁ

SMTP: Custom SMTP Banner Code: | Use Default {220) € l—[

Custorn SMTP Banner Text: | =

Connection Behavior:

Use Default ()

Override SMTP Banner Hostname:

o}

Use Default (Use Hostname from Interface)

-

Use Hostname fram Interface

< |

Rate Limit for Hosts: Max. Recipients Per Hourt |~

Use Default {Unlimited)
© Unlimited
S T

Max. Recipients Per Hour Code: | o

Use Default {452)

Max, Recipients Per Hour Text:

aliale Cisco C100V

CISCO Emall Security Virtual Appliance

Email Security Manager

Security Services

Incoming Mail Policies

Mail Flow Pao| Incoming Content Filters
Outgoing Mail Policies

Edit Policy Settings Outgoing Content Filters

r  Host Access Table (|
HAT Overview
Mail Flow Policies

Connection Beh

-

Connec

© Use Default (10) & [1 |
wrer Message: | e Default (50) © [2s ]

ax Messags Size: | e pefault (1om) & [To4eszen |

Exception Table
Address Lists

Recipient Acce

Destination Cof
(30d & trating  for kilobytes; M for megabytes)

as Fram a Single IP: e it m & I:l ‘
SHTP Bamner €92 | & oy pataut (220) © [T ]

SMTP Banner Text:

& Use Default (4]

e

Text Resources 3
Banner Hostname:
& Use Default {Use Hostname from Interface)

Dictionaries
" Use Hostname fram Interface

o ]

Rate Limit for Hosts: Max. Recipients Per Hour: O s st It (Unlimited)
se Default (Unlimite

 Unlimited

® Jan |

Max. Recipients Per Hour Code: | o Use Default (452)
se Defaul

€ [ —

@ Use Default {Too many recipients received this hour)

[ -

Mazx, Recipients Per Hour Text:
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A Maritor Mail Policies Security Services Netwark System Administration

Mail Flow Policy: TRUSTED - IncomingMail 172.16.16.,25:25

Edit Policy Se! as

Mame: | [rRUSTED ]

Connection Behavior: |_A|:c&pt Iz'

Connections: Max, Messages Per Connection: | (& Use Default (10) “ 5000 1

Max, Recipients Per Messaas: | ™ |z pefault (50) # [Soon ]

Max, Message Size: | (™ o Default (10M) « 104857600 |
(add a #railing & for kilobytes; M for megabytes)

Max, Concurrent Connections From a Single IR: € ss Default (10 I 300

SMTF: Custam SMTP Banner Code;

@ s Defautt (220) © [E20 ]
Custorn SMTP Banner Text: | o Use Default ()
se Defaul
« -
Override SMTP Banner Hostname: | o

Use Default {Use Hostname from Interface)

" Use Hostname fram Interface

Lo | |

Rate Limit for Hosts: Max, Recipients Per Hourt | o~

Use Default {Unlimited}
© Unlirmited

AR

Max. Recipients Per Hour Code: &

Use Default (452)
¢ [

Max . Recipients Per Hour Text: &

Use Default (7 wed this hour)

. +aged in-asi admin on esa.secure-x.local
stlalie Cisco C100 . - Help and Suppert -

CISCO Emall Security Virtual Appliance

Email Security Manager

Administration

Incoming Mail Policies

Mail Flow Pol Incoming Content Filters
Qutgoing Mail Palicies

Edit Palicy Settingq Outgoing Content Filters,

#  Host Access Table (I
HAT Cverview
b Mail Flaw Palicies

Connection Beh

Connec

" Use Default (10 *  [5000 |

lent Per Message: | |jgq pefault (50) *  [5000 ]

Exception Table
Address Lists

Recipient Acce "
Max, Message Size: | .o pefault (10M) o 104557600 |

(aad & trailing & for kiobytes; M for megabytes)

Fi Single IP:
RSB L © Use Default {10} ® 300
SMTP Banner Code: & Use Dsfault (220) -~ I_—l |

SMTFP Banner Text:

Destin.

[
ication Profiles Use Default ()

na Profiles

ning Keys L

Text Resources 5
Banner Hostname:
Dictionaries ® Use Default (Use Hostname from Interface)

© Use Hostname from Intarface
|

Flow Limits

Rate Limit for Hosts: Max. Recipients Per Hour! |~ Lise el tlinlivitady

& Unlimited
¢ [
® Use Default (452)

® Use Default {Too many recipients received this hour)

| -

Max. Recipients Per Hour Code:

Ma, Recipients Per Hour Text:
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A Manitor Mail Policies Security Services Network System Administration

Sender Group: UNKNOWNLIST - IncomingMail 172.16.16.25:25

Sender Group S
Mame: | UNKNOWNLIST
Order: | 5

Comment: | Reviewed but undecided, continue normal acceptance

Policy: | ACCEPTED
SBRS (Optional): | 3.0 to 10.0 and SBRS Scores of "None”
DMS Lists (Optional): | Mone

Connecting Host DNS Yerification: | None Included

Find Senders

Find Senders that Contain this Text:

Sender List: Display all Items in List

There are no senders,

Copyright @ 2003-2013 Cisco Systems, Tne, All rights resevved. | Privacy Statement

. ed in as: admin on esa.secure-x.lacal
.||r.|||. Cisco C100V My Favoritss - Opfions - Help and Suppart -

CISCO  Emall Security Virtual Appliance

Manitar Hail Pol Security Services Network Systsm Administration

Email Security Manager T

Incoming Mail Policies

Sender Grou  Incoming Content Filters icomingMail 172.16.16.25:25

Outgoing Mail Policies

PRSI  Cutgaing Content Fiters

Host Access Table (HAT) INLIST
B HATOverview

Mail Flow Palicies d but undecidsd, continue narmal acceptance
Exception Table =
[ Address Lists

1.0 and SBRS Scores of "Nong"

Recipient Access Table (RAT)

Connec

<< Back to HAT Qv

Destination Contrals “uded
Bouncs Verification =

Edit Settings...

Data Loss Prevention (DLP)
DLP Policy Manager
DLP Message Actions

Find Senders
Find Sem

Domain Keys

sender List: Displo It
Signing Prafiles

Add Sender S e e

There are no sender:

Text Resources

Dictianaries

Copyright @ 2003-2013 Cisen Systems, tnc. All rights resered,

A Monitar Mail Policles ervi Hetwark Systemn Administration

omingMail 172.16.16.25:25

Sender Gr

i | WHITELIST
Order: | 2

Comment:
Policy: | TRUSTED

| My trusted senders have no anti-spam scanning or rate limiting

| Notin use

| None

None Included

Connecting Host DNS Verification:

Find Senders

Find Senders that Contain this Text: | [ il Fin

Display All Items in List Items per page

all

Sender Comment Delete

«orange.public None

<< Back to HAT Overview

Copyright @ 2003-2013 Clsco Systerms, Inc All rights reservad. | Privacy Statement
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= Logged-in as: admin or esa.secure-x.local
ol l"’ I I Clsco‘ C-i 0]0)Y) My Favorites - Help and Support -

Qptions =
CISCO Email Security Virtual Appliance

Monitar Security Services Network System Administration

Email Security Manager lo Ghang

Incaming Mail Palicies

Sender Grou Incoming Content Filters ningMail 172.16.16.25:25

Outgoing Mail Policies

Sender Group Setti Qutgoing Content Filters

Host Access Table (HAT)
HAT Owerview

Mail Flow Policies

-

Exception Table
Address Lists

Recipient Access Table (RAT) B >
Connec  DEstination Caontrols Huded
Bounce Verification |

| << Back to HAT Ov | Edit Setfings...

Data Loss Prevention {DLP)

Eind Senders DLP Palicy Manager
Find Sam DLP Message Actions

Domain Keys

I rind

verification Profiles

Signing Profiles
Signing Keys 0

Text Resources

Items per page E

Sender List: Displa

dd Sender...

Sender Dictionaries Camment

.orange,public | Mone

| << Back to HAT Overview

Copyright ® 2003-2013 Cisco Systems, Inc &l rights reserved, | Privacy Statament

What is the maximum message size that the Cisco Email Security Appliance will accept from the violet.public domain?
A.1KB

B. 100 KB

C.1MB

D. 10 MB

E. 100 MB

F. Unlimited

Correct Answer: D

Explanation:

From the instructions we know that the reputation score for the violet.public domain has been set to 8. From the HAT
table shown below we know that a score of 8 belongs to the UNKNOWNLIST group, which is assigned the ACCEPTED

policy.
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Logzed in ast admin an esa.secur,._]
My Favorites - Options -  Help and £

stjiaie Cisco C100V

CISCO Emall Scourity Virtucl Applisnce

A Monitar Mail Policies Secdrity Servicas Network Systemn Administration

HAT Overview

Find Senders zhat Coatain this Taxt | I

Sander Groups {(Listener: JOTCTRIIT=]GET R bl N3 -y tel

| add S=ndesr Group... | E_I|'|'|Eor't:ﬁ}_l'_._
epitation Scoie @
COrder | Sender Croup n s 4 £ a an | Mail Flow Policy Delee

1 | RELATLIST | RELAYED | il

7 :"1I'lI'HTTF| T.Q? | TRIISTFR . | ﬁ-

2 i-EL-A::L‘.LIST -I ELFEE; | Fﬁ_

4 | suspecTLIST EA S | THROTTLED I 5

g | LIMCMO WM LIST e ——— ! ACCIIT=D i ﬁ

| AL | seczFTID |

| Edit O-der...

By clicking on the ACCEPTED policy we see that max message size has been set to the default value of 10M:
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T Tt Rt T W et N W Iy ravurpes - AU - AEIp U U

CISCO Email Security Virtual Appliance

A Manitor Mail Palicies Security Services Networl Systert Administration

Mail Flow Policy: ACCEPTED - IncomingMail 172.16.16.

Edit Policy Settings

) -
Name: | [accreTen " 5
Connecticn Dehavior; | p,-n-cépt- o

Connectans:

) (" Usa Default (ED} [ I .
* Uss Default (10m; O | :

(add a trafing & for bilohptes; M for megabples)
Mawx, Concurrent Cmne:t&a Single IP: | o Uso Defaull {105 € :
=1} =1 =17

SVTH TP Banner Sode; ‘ &t tae gay O |—|5__-_E'

Sstom SMTP BanierText: | o

Use Default {)

Override SMTP Renner Hnstname:
* Use Defaulk {Use dasmame from Interfaez)

5

Use Hestnarme from Interface
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