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QUESTION 1

Which Cisco Security IntelliShield Alert Manager Service component mitigates new botnet, phishing, and web-based
threats? 

A. the IntelliShield Threat Outbreak Alert 

B. IntelliShield Alert Manager vulnerability alerts 

C. the IntelliShield Alert Manager historical database 

D. the IntelliShield Alert Manager web portal 

E. the IntelliShield Alert Manager back-end intelligence engine 

Correct Answer: A 

 

QUESTION 2

Which IPS signature regular expression CLI command matches a host issuing a domain lookup for www.theblock.com? 

A. regex-string (\x03[Tt][Hh][Ee]\x05[Bb][Ll][Oo][Cc][Kk]) 

B. regex-string (\x0b[theblock.com]) 

C. regex-string (\x03[the]\x05[block]0x3[com]) 

D. regex-string (\x03[T][H][E]\x05[B][L][O][C][K]\x03[.][C][O][M] 

Correct Answer: A 

 

QUESTION 3

Within Cisco IPS anomaly detection, what is the default IP range of the external zone? 

A. 0.0.0.0 0.0.0.0 

B. 0.0.0.0 - 255.255.255.255 

C. 0.0.0.0/8 

D. the network of the management interface 

Correct Answer: B 

 

QUESTION 4

Which Cisco ESA predefined sender group uses parameter-matching to reject senders? 
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A. BLACKLIST 

B. WHITELIST 

C. SUSPECTLIST 

D. UNKNOWNLIST 

Correct Answer: A 

 

QUESTION 5

Which two options are characteristics of router-based IPS? (Choose two.) 

A. It supports custom signatures 

B. It supports virtual sensors. 

C. It supports multiple VRFs. 

D. It uses configurable anomaly detection. 

E. Signature definition files have been deprecated. 

Correct Answer: CE 
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