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QUESTION 1

Scenario
In this simulation, you have access to the mail fiow policies and sender groups configured on a Cisco Email Security Appliance. You-are also

provided the following list of fictional domains. SenderBase has records for one sender from each of these domains. The list provides the
domain name and the Senderbase Reputation Score for the domains sender.

\i120 red.public, -8
orange.public, 4
yellow . public, -2
green.public, 2
blue public, §
violet.public, 8

“our task is to raview the configuration on the Cisco Email Security Applisnce, and then answer & multiple choice questions about the bahavior
of the Cisco Email Security Appliance given the configuration and the domain S=nderBase Reputation Scores.

Instructions

Access the configuration of the Cisco Email Security Appliance using the MaiFlowPolicies tab. Within the GUI, you can navigate between the HAT Overview a
tables. You can also navigate to the individual Mail Flow Policies and Sender Groups that are configured on the appliance.

Consider the configuration and the SenderBase Reputation Scores of the following fictitious domains when answering the 5 multiple choice questions.
* red.public, &
+ orange.public, -4
+  yellow. public, -2
+ green.public, 2
*  bilue public, &
+  violet.public, &
THIS TASK DOES HOT REQUIRE DEVICE CONFIGURATIOHN.
Click on the MailFiowPolicies tab to access the device configuration.

To access the multiple-choice guestions, click on the numbered boxes on the Ieft of the top panel
There are four multiple-choice guestions with this task. Be sure to answer all four guestions befo

) Logged in a5 admin on esa.secure-x.local
il Cisco C100V e
Cisco Email Security Virtual Appliance

Gptions - Help and Support -

Monitor Mail Policies

Network Systern Administration

Mail Flow Policies

Paolicies (Listener:

| add Policy...

Palicy Name | Behavior | Delste
ACCEPTED fccept @
BLOCKED | Reject i
RELAYED | Ralay i_ o
THROTTLED | Accept @
;F‘.LISTED o R R R R R R R Accept N ﬁ_
Default Folicy Farameters

Copyright @ 2003-2013 Cisco Systems, Inc. All rights reserved, | Privacy Statemant
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admin on esa.secure-x.local
Sptions - Help and Support -

as

stlialne Cisco C100V My Fav

cisco Email Security Virtual Appliance

Manitar Security Services Network System Administration

Email Security Manager W

Incoming Mail Policies

HAT Overviey Incoming Content Filters
©Outgoing Mail Policies

Find Senders Qutgoing Content Filters

Find Sent  Host Access Table (HAT) 1
HAT Overview

Mail Flow Palicies

| Add Sender Group,  Address Lists
Recipient Access Table (RAT) derBase™ Reputation Scare (2)
order Sender  peetination Coritrols 4 2 0 2 a & an | Mail Flow Polley
1 _i RELATL]  Bounge Verification | . |w ___________________________
_%_‘_WHI_TEE Data Loss Prevention (DLP) S _Ss . __I_TRUSTED
3 |BLACKL  pip poticy Hanager e [ eLocken
4 J SUSPEC  DLP Message Actions —  THROTTLED
5 \ UNKNOY ™ o ain Keys ————————— | ACCEFTED
LMLL yerification Profiles ACHERIEE |
Signing Profiles !MI

Signing Keys

Text Resources

Dictionaries
Copyright & 2003-2013 Gizco Systarns, Inc All rights racervad, | Privacy Statemant

Cisco C100V i = i g m;r;;:.lu:a_-

Email Security Virtual Appliance

wilieti,
Cisco

Manitar Mail Palicies Security Services Metwark: Systemn Administration

HAT Overview

Find Senders

Find Senders that Contain this Text: |

CIOE A BT PR E LTS TncomingMail 172.16.,16.25:25 | |

| | SenderBase™ Reputatiol
Order Sender Group TV 4 2 Delete

1 |RetavusT [ B | @

2 | whrteusT T | ﬁ
"""""" [ocker | @
| tHRoTTLED R

| BCCEPTED i}

7| ACCEPTED

Copyright @ 2003-2013 Cisco Systerms, Inc - vacy Statarnent

sa.secure-x.local

admin on e
Gptions - Help and Suppart -

dlrale Cisco C10°
CISCO  Emsil Security

Netwark

System Administration

Bing Content Filters

[ Add Palicy Host Access Table (HAT)

Policy Narmis HAT Overyial | Behavior | Delsts

b Mail Flow Palicies R ‘ =
ACCEPTED Accept @
——— Exception Table = ———

c
BLOCKED | address Lists Relsct | @
RELATYED = Relay @
— e Recipient Access Table (RAT) ——————————————— = =
THROTTLED , | Accept @
—° " Destination Coritrals i
TRUSTED / | accept [
- Bounce Verification L | -l

Default Palicy Pararm | |

Data Loss Prevention (DLP)
DLP Policy Manager
DLP Message Actions

Domain Keys

Copyright @ 2003-200 2d, | Brivacy Statarnsnt

Vsrification Profiles
Signing Profiles
Signing Keys

Text Resources

Dictinnaries
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‘ Logged in 85 admin on esa.secure-u.local
siliihie Cisco C100V tes - Gptions - Helpand Support -
cisco Email Security Virtual Appliance

[} Monitor Mail Policies

Security Seryices Netwark Systern Administration

| _NoChapass Fendify. |

Mail Flow Policy: ACCEPTED - IncomingMail 172.16.16.25:25

Name: | [aAcCERTED |

| connection Behavior: | accapt  [x]

Connections: Max. Messades Per Connection:

© Use Default (10) ]

Max, Recipients Per Message | &' 1o pafault (50)

Max, Messsoe Sizei | & ugg afault (10) © [ ]

(add & trailing & for kilobytes; M for megabytes)

Max, Concurrent Connections From a Single 1P | G | Defaulttiny © [ﬁ
SMTP; Custom SMTP Banner Code! | -
* Use Default (220) U

@ use Default ()

Custom SMTP Banner Text:

e

o de SMTP B, ier Hostr i
il 2nner HosaME | & 1ge Dafault (Use Hastname from Interface)

© Use Hostname from Interface

Rate Limit for Hosts Max, Racipiants Per Hour;

@ Use Default (Unlimited)
 unlimited

] —

@ Use Default (452)

o [

& Use Default (Too many recipients received this hour’

Max, Recipients Per Hour Cade

Max, Recipients Per Hour Text:

wlalie Cisco C10

CISCO  Emall Sacurity Virtual Appliance

] Manitor Mail Policies Security Services Netwark Systern Administration

Emall Security Manager
Incaming Mail Policies
Mail Flow Po| Incoming Content Filters mingMail 172.16.16.25:25
Outgning Mail Policies
Outgoing Content Filters

No Ghanass Fending, |

b Host Access Table (HAT)
HAT Qverview

Mail Flow Policies

Exception Table

Address Lists

Connection Beh 5

Cannec ges Per Cannection:

plents Per Message;

Max, Message Size!

Recipient Acoess Table (RAT)

Destination Cortrals

Bounce Verification

Data Loss Prevention (DLP)

DLP Palicy Managsr
© DLP Message Actions

Domain Keys
Verification Profiles
Signing Prafiles
Signing Keys

Text Resources
Dictionaries

3

Use Default {Use Hostname from Interface)

5

Use Hostname from Interface

. Rocipients Per Hour:

a

Use Default (Unlimited)

5

unlimited

o

Use Default (452)
»

Max, Recipients Per Hour Texti |

Max. Reciplents Per Hour Code:

By

Use Default (Too many recipients received this hour)
[ -
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aed inasi admin on esa,secure:w.local
ites - Options - Help and Support -

Mail Palicies Security Services Netwark Syetern Administration

Connecting Host DNS Verification

Sender Group Settings

Sender Group: BLACKLIST - IncomingMail 172.16.16.25:25

Name: | BLACKLIST

Order; | 3

Comment; | Spammers are rejected

SBRS (Optional)i
DNS Lists (Optional): | None

Policy: | BLOCKED
10,0 to -3.0

None Ineluded

|_Add Sendar

Theve are no senders,

stz Display Al Ttems in List

atliat]ny
CISCO  Emal

Sender Grou

Connet

<< Back ta HAT Ov

Find Sent

sender List: Displa

There are no sender:

Cisco C100V

Security Virtual Appliance

Monitor Mail Polieies Security Seryices Network. System Administration

Emall Security Manager
Incoming Mail Policies
Incoming Contant Filtars
Outgning Mall Policies
Outgoing Content Filters
Host Access Table (HAT)
HAT Overview

Mail Flow Palicies

Excaption Table

Address Lists

Recipient Access Table (RAT)
Destination Contrals
Bounce Verification

Copyright ® 2003-2013 Cisca Systerns, Inc, All rights reserved, | Privacy Statemant

admin on esa.secure-w.local
ptions - Help and Suppart -

1ingMail 172.16.16.25:25

ST

#rs are rejected

Data Loss Pr (DLP)
DLF Policy Manager

DLP Message Actions

Domain Keys

Verification Profiles

Signing Profiles

signing Keys

Text Resources

Dictionaries

Copyright ® 2003-2013 Gisco Systems, Inc Al rights resamved | |
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; Logged in a5 admin an esa.secure-slocal
wlialie Cisco C100V My - Optionsi+  Halp-and SUppart.-

CISCO Email irity Virtual Appliance

[ ] Manitar Mail Policies Security Services Network Systern Administration

[ e Changes Pending, |

Mail Flow Policy: BLOCKED - IncomingMail 172.16,16,25:25

Name: | [BLOCKED ]

Connection Behavior: | |Reject [=]
Connections: Maix, Messages Per Connection: | @' |j5e pefautt (10) l—‘
Max, Reclpionts Per Message: | & gy pefault (50) © [ ]
Max, Message Sizet | & Ugq pafautt (tom) © [ ]

(add @ trailing & for kilobytes; M for megabytes)

Max, Cancurrent Connections From & Single IPY | @\ 00 oy € ,—‘

SMTP: Custom SMTP Banner Code:

& Use Default (554) [0

Custarn SHTR Banner Texh | eviionle e 0

Your acesss to this mail system has been «

 reiected due ta the sending MTA's poor
* reputation, If you believe that this failure =

Override Si Banner Hostname:
i Hestame! | @ g Default (uss Hostname from Intarface)

" Use Hostname from Interface
o 1

Mail Flow L

s
Rate Limit for Hosts: PRCRESIAERRRTTIRNE | e s

 Unlimited

o[ |
& Use Default (452)
o [

@ Use Default (Too many recipients received this hour)

Max, Recipiants Per Hour Code:

Max, Recipients Per Hour Tewt:

w.local

vlial Cisco C
CISCO  Emall Security

M Security Services Netwark System Administration

Emall Security Manager

help art
tual Appliance

Incaming Mail Policies

Mail Flow Pol| incoming Content Filters ningMail 172.16.16.25:25

Gutgoing Mail Policies
Dutgoing Content Filters

Host Access Table (HAT)
HAT Gverview

Mail Flow Policies .
Cannec  gycaption Table qQ8s Per Cannection:
Address Lists

Connection Beh
3

pients Per Message!
Recipiont Acoess Table (RAT)
Destination Contrals
Bounce Verification

Mayx, Message Sizel

Data Loss Prevention (DLP)
DLP Poliey Managar
" DLP Message Actions
Domain Keys
Verification Profiles
Signing Profiles
Signing Keys

;;Jr:c-cgggt?th\s mail system has been  «
rejected due to the sending MTA's poor

reputation. If you believe that this failure =
Text Resources
Dictlonaias @ Uge Default (Use Hostname from Interface)

 Use Hostname fram Interface

e |

Mail Flow |

Max: Reciplents PerHOUT | &z pafaylt (Unlimited)

" Unlimited
o
Max. Recipients Per Hour Code; « Use Default (452)

f‘,—‘

Max. Roclplents Per Hour Txt | . \\,e matault (oo many reeiplsnts recelved this hour)
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wliale Cisco C100V i g

cisco Email Security Virtual Appliarice

r] Monitor Mail Palicies Security Services. Netwark System Administration

Mail Flow Policy: RELAYED - IncomingMail 172.16.16.25:25

[rELATED |

Connection Behavior: | |pelay B

Connections; Max, Messages Per Connection: | & Use Default (10) e I ]

Max. Recipients Per Message: | & Use Default (50) o I
Max, Message Size: | @& |jse pefault (1om) ¢

(add & fratling & for kifobytes; M for megabytes)

Max, Coneurrent Connections From a Single IP: | o Use Default (10) c I—‘

S 3 Custi SMTP B Code:
M ) FARETEREE Use Default (220)

Use Default ()

o)

Custom SMTP Banner Text:

0}

Override SMTP Banner Hostname:

oY

Use Default (Use Hostname from Interface)
" Use Hostname fram Interface

Rate Limit for Hosts: Max. Recipients Per Haur: o

Use Default (Unlimited)

T Unlimited
o [
Use Default (452)

& [—

Use Default (To
[

Max, Recipients Per Hour Code:

o)

Mak, Recipients Per Hour Text:

D

wliale Cisco C100V

cisco Emall Security Virtual Appliance

Email Security Manager

Network Administration

Incoming Mail Policies

Mail Flow Po| Incoming Content Filters
| Outgoing Mail Palicies

eIl Qutgoing Content Filters

K Host Access Table (HA

HAT Overview
. b Mail Flow Policies
Connec  pyrention Table
Address Lists

Cannection Beh

& se Default (10) (& I
nts Per Message! | & |jce pefault (s0) {11 I |
Max. Message Size! | & Use Default (10M) (&l #‘

(add & trating & for kitobytes! M for megabytes)

s From a Single TPt | o UseDefautt gty O I—J
SMTP Banner Code: & Use Defaul (220 e I:_l

SMTP Banner Text:

Recipient Acoes!
Destij

ain Keys @
tion Profiles Use:Default ()

ng Profiles
aning Keys Lo

Text Resources 2

Banner Hostname:
Dictionaries @ Use Default (Use Hostname from Interface)
" Use Hastname fram Interface

& | |

Mail Flow Limits

Rate Limit for Hosts: Max. Recipients Per Hour: & s Datsil (Unfimitad)

© Unlimited

a I

& Use Diefault (452)

€ [ —

& Use Default (Too many recipients received this hour)
[ A

Max, Recipients Per Hour Code:

Max. Recipients Per Hour Text:
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UL Td u Csd.SECUTE-H.I0CO
%, l hll A CISCO C-‘ OOV My Fawvorites Optionis = Help and Support -
CIsSco Email Security Virtual Appliance

[, ] Monitor Mail Palicies Security Seryices Netwark Systern Administration

Sender Group: RELAYLIST - IncomingMail 172.16.16.25:25

Sender Group Settings

Mame: | RELAYTLIST
Order: | 1

CEII'I:IITIBﬂt: only select hosts can relay from this box

Policy: -RE\:-AYED .

SBRS (Optional): | Mot in use

DNS Li i &

Caonnecting Host DNS

nall: | None

None Included

| << Back to HAT Qverview |

Find Senders

Find Sendars that Contain this Text: | |

Sender List: Display All Items in List tems §

_add Sender...

| Cormment

Sender

hg-mail.maroon.public MNone

| << Pack to HAT Overyview

Copyright @ 2003-2013 Cisco Systerns, Inc All vights reserved. | Privacy Staternent

. d inas: admin on esa.secure-x.local
ol | I |I 1» Cisco C100V Options - Help and Support -
CISCO Email Security Virtual Appliance

Manitar Security { i System Administration

Email Security Manager

Incoming Mail Policies

Sender Grou Incoming Contenteilters
Outgoing Mail

Sender Group Setti Outgoing Content

Host Access

172.16.16.25:25

e { =T

HAT Qver
Mail Flo

-

| Edit Settinés...

Data Loss Prevention (DLP)
DLP Policy Manager

DLP Message Actions
|
Domain Keys

Verification Profiles Items per page EIE\
Signing Profiles

| i
Add Sender., . TG RS

all
Text Resources I

Sender Dictionaries Comment Dielete
hg-mail,maroon,public ‘ MNone | 7

| <= Back to HAT Overview | Delete |

‘Copyright © 2003-201% Cisco Systems, Inc All fights reserved, | Privacy Statament
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stfualis Cisco C100V

cCisco Emall Security Virtual Appliance

] Monitor Mail Policies Security Services. Networl Systemn Administration

Sender Group: SUSPECTLIST - IncomingMail 172.16.16.25:25

Sender Group Settings

Name: | SUSPECTLIST

Order: | 4

Comment: | Suspicious senders are throttled
Policy: | THROTTLED
SBRS {Optional); | -3.0 to 3.0

DMS Lists (Optional): | None

Connecting Host DNS Werification: | None Included
| << Pack to HAT Overview |

Find Senders

Find Senders that Contain this Text: |

jj Fird |

Sender List: Display All Items in List
Add Sender...

There are no sepders,

Gapl,lright © 2003-2013 Cisco Systems, Inc All rights reservad, | Privacy Statement

. Logged in‘as: admin on esa.secure-x.local
wl I Il I I ClSCO C? DDV My Favarites

CISCO Email Security Virtual Appliance

Options - Help and Support -

Monitar Ma Security i Systemn Administration

Email Security Manager

Incoming Mail Palicie

Sender Grou Incoming Content ingMail 172.16.16.25:25

Cutgoing Mall Policles

Sender Group Setti Outgoing Content Ei
Host Acces
HAT Overvie
Mail Fl i

-

| Edit Settinés... |

e Verification

a Loss Prevention (DLP)
DLP Policy Manager
DLP Message Actions

Find Senders

Find Sen:

|

Domain Keys

Sender List: Displa Verification Profiles

Signing Profiles

|
| Add Sender SR Kes

There are no sendar:

Text Resources

Dictionaries

Copyright @ 2003-2013 Cisco Sstems; Inc All rights reseruad. | Privacy Statarment
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wliale Cisco C100V : e

cisco Email Security Virtual Appliarice

A Monitar Mail Palicies Security Seryices. Netwark System Administratian

Mail Flow Policy: THROTTLED - IncomingMail 172.16.16.25:25

[THROTTLED |

Connection Behavior:

Connections; Max, Messages Per Connection: | Use Default (10) « i ]

Mayx, Recipients Per Message: | © oo pefaul (s0) |25

Max, Message Size: | oo pefault (10M) « 10485760
(add & fratling & for kitobytss; Mfor megabytes)

Max, Coneurrent Connections From a Single IP: |~ Use Default (10) ® Iﬁ

SMTP! Custom SMTP Banner Code: | Use-Detauk (220), © r[

Custom SMTP Banner Text: | o

Use Default ()

Override SMTP Banner Hostname:

o}

Use Default (Use Hostname from Interface)

“

Use Hostname from Interface

Rate Limit for Hosts: Max. Recipients Per Haur: o

Use Default (Unlimited)
© Unlimited
S FIE

Max. Recipients Per Hour Code: | o

Mak, Recipients Per Hour Text: @

. in i esa.secure-x.local
wlialiy Cisco C100V vorits t Help and Support -

Cisco Email Security Virtual Appliance

Email Security Manager

Administration

Security Services

Incoming Mail Policies

Mail Flow Pal Incoming Content Filters 5.16.25:25

Outgoing Mail Policies

L eneT  Outgoing Content Filter:

N Host Access Table (HA

= HAT Overview
Connection Beh 3 e
b Mail Flow Policies

Connec

© Use Default 1oy & [1 |
nts Per Message! | © |ze Default (50) & [z5 |

ax, Message Sizei | e pefault (oM) * [{odesten |

Exception Table
Address Lists

Recipient Acces:

(add a #rathing K for kilobytes; M for megabyies)

A5 From a Single 1P e it () G I:
SMTP Banner Code: | o Use Default {320y € I—\

SMTP Banner Text:

® Use Default )

ning Keys ()

Text Resources 1
Banner Hostnarme:
& Use Default {Use Hostname from Interface)

Dictionaries
" Use Hastname fram Interface
& | ]
Mail Flo: s
Rate Limit for Hosts: Max, Recipients Per Hour:

C Use Default (Unlimited}
 Unlimited

© [ ]

@ se Default (452)

C [—

& Use Default {Too many recipients received this hour)

I ,

Max, Recipients Per Hour Code:

Max, Recipients Per Hour Text:

300-207 VCE Dumps | 300-207 Practice Test | 300-207 Study Guide 10/18


https://www.geekcert.com/300-207.html
https://www.geekcert.com/300-207.html
https://www.geekcert.com/300-207.html

VCE & PDF https://lwww.geekcert.com/300-207.html
2021 Latest geekcert 300-207 PDF and VCE dumps Download

GeekCert.com

alua] Cisco C100V

cisco Emall Security Virtual Appliance

A Manitor Mail Policies Security Services Network Systern Administration

Mail Flow Policy: TRUSTED - IncomingMail 172.16.16.25:25

[rrusTED J

Cannection Behavior: rnl:cspt Ei

Connections! Max. Messages Per Cannection: | ¢~ Use Default (10) I S000 1

Max, Recipients Per Message: | Use Default (50) & [coon ]

Max, Message Size: | Use Default (10M) i« [to4e57600 |

(zdd & trailing & for kitobytes; M for megabytes)

Max, Concurrent Connections From a Single IP: € eegeat (10) & 500

Use Default (2z0y I;Eu |

Use Default ()

SMTR: Custorn SMTR Banner Code:

0

Custom SMTP Banner Text: | .~

Override SMTP Banner Hostname:

0)

Use Default (Use Hostname from Interface)

A

Use Hostname from Interface

Mail Flow Limits

Rate Limit for Hosts: Max. Recipients Fer Hour: | =~

Use Default (Unlimited)

& unlimited

Max. Recipients Per Hour Code:

=
I
o
=]
a
Ly
o
c
=
iy
a
)

May, Recipients Par Hour Text: &

o i esa.secure-.local
altalie Cisco C100V j e He e

CISCO Emall Security Virtual Appliance

Email Sccurity Manager

Incoming Mail Palicies

Mail Flow Pol| Incoming Content Filters
Outgoing Mail Palicies

Edit Policy Settings Qutgoing Content Filters,

b Host Access Table (HA
HAT Qverview
Mall Flow Policies

Connection Beh

Connec

© Use Default (10)  *  [s000 ]

nts Per Message: | jjce pefault (s0) *  [5o00 ]

Exception Table
Address Lists

Recipient Acces! "
! ax. Message Sizei | (7 \jse pefault (10M) ' [iodsszeon |

(2dd & trailing & for kitobytes; M for megabytes)

Diestin.

1s From a Single IR;
) g © Use Default (10) @ [s00

SMTP Banner Code: | o Use Default (220)

SMTP Banner Text: | . Use Default ()

-

Text Resources k
Banner Hostname:
Biin v # Use Default (Use Hostname from Interfaces)

" Uss Hastname from Interface
Ll ]

Flo S

Rate Limit for Hosts: Max. Recipients Per Hour: |~ Use Default (Unlimited)

& Unlimited
c e/
@ Use Default (452)

] —

@ Use Default (Tao many recipisnts recsived this hour)

Mazx, Recipients Per Hour Code:

Maz. Recipients Per Hour Text:

[ -
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. ged in 2 esa.secure-x.local
st Cisco C100V s - Help and Suppart -

CISCO  Email Security Virtual Appliance

[, ] Monitor Mail Palicies Security Services Network Systern Administration

Sender Group: UNKNOWNLIST - IncomingMail 172.16.16.25:25

sender Group Settings

Mame: | UNKNOWNLIST

Order: | S

Comment: | Reviewed but undecided, continue normal acceptance

Palicy:  ACCEPTED

SBRS (Optional): | 3.0 to 10.0 and SBRS Scores of "Nane”

DNS Lists (Optional): | None

Connecting Host DNS Yerffication: | None Included

<< Back to HAT Overview

| Edit Settings

Find Senders

Find Senders that Contain this Text:

sender List: Display all Items in List

There are no sendsrs,

Copykight © 2003-2012 Cisco Systerns, Inc. All rights resewad. | Privacy Statament

asi admin or esa.secure-x.local

afraliy Cisco C100V

cisco Emall Security Virtual Appliance

Metwork

Security Services System Administration

Email Security Manager
Incoming Mail Policies

Sender Grou Incoming Content Fifters ncomingMail 172.16.16.25:25

Outgoing Mail Policies

P ———— Outgoing Content Filters

Host Access Table (HAT)
" b HAT Qverview
| Mail Flow Policies

JNLIST

d but undecided, continue normal aceeptance

ED

Exception Table
Address Lists

1.0 and SBRS Scores of "Nons"

Recipient Access Table (RAT)
Destination Contrals uded

Conn

Bounce Verification

<< Back to HAT Ov

Data Loss Prevention (DLP)
DLF Polisy Manager
DLP Message Actions

Find Senders
Find Sen

Domain Keys

PO \erification Profiles

Add Sende

Signing Profiles
Signing Keys

There are no sender:

Text Resources

Dictionaries

Copyright @ 2003-201% Cizca Systams, Inc All rights recarys

5 si admin on esa.secure-x.local
alialie Cisco C100V tions - Help.and Suppart -

CISCO  Emall Security Virtual Appliance

Network System Administration

sender » Settings
Hame: | WHITELIST

Order: | 2

Comment: | My trusted senders have no anti-spam scanning or rate limiting

policy: | TRUSTED

SBRS (Optional); | Natin use

DINS Lists (Optjonal): | None
Connecting Host DNS Werification; | None Included

<< Back ta HAT Overview | Edit Settings

Find Senders

Find Senders that Contain this Text:

]

play All Items in List Items per page

Al

e
Sender Comment Delete
.arange.public None |

<< Back to HAT Overyiew | Delete |

Copyright € 2003-2013 Cisca Systems, Inc All rights reserved. | Privacy Statemant
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= Logged-in as: admin on esa.secure-x.local
«tlal, Cisco C100V My Favatites - Help and Support -
CISCO Email Security Virtual Appliance

Qptions =

Maonitar Security Services Network

System Administration

Email Security Manager Mo Char

Incaming Mail Palicies
Sender Grou Incoming Content Filters ningMail 172.16.16.25:25
Outgoing Mail Policies
Qutgoing Content Filters

Sender Group Setti
Host Access Table (HAT)
HAT Owerview

Mail Flow Policies

=T

-

=d senders have no anti-spam scan

Exception Table
Address Lists . ¥

Recipient Access Table (RAT)
Destination Controls

| Edit Settings...

Connec
Bounce Verification

| << Back to HAT Ov

Data Loss Prevention {DLP)

Eind Senders DLP Palicy Manager
| DLP Message Actions

Domain Keys

I rind

verification Profiles

Items per page g

Sender List: Displa

e Signing Profiles
| Add Sender... i
Signing Keys

Text Resources

Sender Dictionaries Camment

.orange,public | Mone

| << Back to HAT Overview |

Copyright @ 2003-2013 Cisco S‘ystzms. Ing &ll rights reserved, | Privacy Statement

For which domains will the Cisco Email Security Appliance allow up to 5000 recipients per message?
A. violet.public

B. violet.public and blue.public

C. violet.public, blue.public and green.public

D. red.public

E. orange.public

F. red.public and orange.public

Correct Answer: E

Explanation:

Here we see that the TRUSTED policy is being throttled to 5000 recipients per message.
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. Logaed in as: admin on esa.secure-x.local
ol I Iel I Is ClSCO C‘{ ooV My Favorites - Options - Help and Suppart -
CISCO Email Sacurity Virtual Appliance

A Monitor Mail Policies Security Services Network Systemn Administration

Mail Flow Policy: TRUSTED - IncomingMail 172.16.16.25:25

Edit Policy Settings

Narme: i [rrusTED

Connection Behavior:

Caonnections: Max, Messages Per Connection: | (7 .o pefault {10)

Max. Recipients Per Message: | Use Drefaul

Max, Message Size: | o Defaul w

(= ifira for icilobytes; M for megebyites)
Max, ki ctio Si IP:
ax, Concurrent Cannections From a Single e a0y © 300

SMTF: Custom SMTP Banner Co Defadlt (220) c I:I

Use Default ()

Custom SMTP

[

Override s Hostname;
# Use Default {Use Hostname from Interface)

Use Hostname fram Interface

Q7 |

Rate Lirmit for Hosts: Max, Recipients Per Hour: € lsa Def It (Unlimited)
se Defau nlimite

& Unlimited
C [

Max . Recipients Per Hour Code! @

Usze Default (452)

¢

Ma:x, Recipients Per Hour Text: | o

Use Default {Too many recipients received this hour)

[ -

By looking at the HAT policy we see that the TRUSTED policy applies to the WHITELIST sender group. By clicking on
the WHITELIST sender group we can see that orange.public is listed as the sender.
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: Logged in as: admin on esa.secure-x.local
lral Cisco C100V My Favarites - Options - Help and Support -
Cis5co Emall Security Virtual Appliance

A Manitor Mail Policies Security Services Netwark Systemn Administration

HAT Overview

Find Senders

Find Senders that Cantain this Text: | |
il

G O T LR NS O Tl [ncomingMail 172,16,16.25:25

Add Sender Group...
SenderBase™ Re re (2)
Order Sender Group A0 @ 8 4 2 B g +0 | Mail Flaw Palicy Delete
1 | RELAYLIST | RELAYED g
2 . WHITELIST Ir : : i I'I'FlLlS'I'E-I:,I . ﬁ =
3 |BLACKLIST | e * || BLockeD @
4 ._SE’EETLIST [ — ERC_)'I_I'TED o
5| UNKNOWNLIST 0 | | =—|acceFE | @7
. ALL [ 4 - [ ACCEFTED I

Copyright @ 2003-2013 Cisco Systemns, Inc All rights reserved, | Frivacy Statement

Sender Group: WHITELIST - IncomingMail 172.16.16.25:25

Sender Group Settings

Mane: | WHITELIST

Order: | 2
Cammznt: | My trusted senders have no arti-saam 50 or rate iriting

Palicy: | TRUSTED o
SRRS (nrrinralj!-. Mt in =R '
DNS Lists {Optioral): | Nane &0 '
Connechng Host DNE Verfficaton: . Nene Ineluded ‘ I

| Edil Zelliiys ,, |

:“-e.-e. Beuk lu HAT Dvl—;rwm-|

Find Senders

Find Senders that Coatain this [zxt

Sender List: Cisplay All Items in List
Add Szndar.

Items per page ¥

All
r

Sender | Camment | Delste

orange.public None

| << Back to HAT Dverview ]
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QUESTION 2

Which three categories of the seven major risk management categories are covered in the Cyber Risk Reports?
(Choose three.)

A. vulnerability

B. risk rating

C. legal

D. confidence level
E. geopolitical

F. global reputation

Correct Answer: ACE

QUESTION 3
Which set of commands changes the FTP client timeout when the sensor is communicating with an FTP server?

A. sensor# configure terminal sensor(config)# service sensor sensor(config-hos)# network-settings sensor(config-hos-
net)# ftp-timeout 500

B. sensor# configure terminal sensor(config)# service host sensor(config-hos)# network-settings parameter ftp
sensor(config-hos-net)# ftp-timeout 500

C. sensor# configure terminal sensor(config)# service host sensor(config-hos)# network-settings sensor(config-hos-
net)# ftp-timeout 500

D. sensor# configure terminal sensor(config)# service network sensor(config-hos)# network-settings sensor(config-hos-
net)# ftp-timeout 500

Correct Answer: C

QUESTION 4

Which command verifies that the correct CWS license key information was entered on the Cisco ASA?
A. sh run scansafe server

B. sh run scansafe

C. sh run server

D. sh run server scansafe

Correct Answer: B
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QUESTION 5

Which Cisco WSA is intended for deployment in organizations of up to 1500 users?
A. WSA S370

B. WSA S670

C. WSA S370-2RU

D. WSA S170

Correct Answer: D
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