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QUESTION 1

What steps must you perform to deploy a CA-signed identify certificate on an ISE device?
A. 1. Download the CA server certificate.

2.

Generate a signing request and save it as a file.

3.

Access the CA server and submit the ISE request.
4,

Install the issued certificate on the ISE.

B. 1. Download the CA server certificate.

2.

Generate a signing request and save it as a file.

3.

Access the CA server and submit the ISE request.
4,

Install the issued certificate on the CA server.

C. 1. Generate a signing request and save it as a file.
2.

Download the CA server certificate.

3.

Access the ISE server and submit the CA request.
4.Install the issued certificate on the CA server.

D. 1. Generate a signing request and save it as a file.
2.

Download the CA server certificate.

3.

Access the CA server and submit the ISE request.

4,
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Install the issued certificate on the ISE.

Correct Answer: D

QUESTION 2

Which statement about the CAK is true?

A. It is the master key that generates the other keys that MACsec requires.

B. Failed MACsec connections fall back to MAB by default.

C. Itis the key that is used to discover MACsec peers and perform key negotiation between the peers.
D. It is the secret key that encrypts traffic during the connection.

E. Itis the key that is used to negotiate session encryption keys.

Correct Answer: A

QUESTION 3

Which two fields are characteristics of IEEE 802.1AE frame? (Choose two.)
A. destination MAC address

B. source MAC address

C. 802.1AE header in EtherType

D. security group tag in EtherType

E. integrity check value

F. CRC/FCS

Correct Answer: CE

QUESTION 4

Dual SSID, provision and employs, what L2 security for the provisioning SSID?
A. 802.1x

B. Mac filter disable

C. Open

D. WPA2

Correct Answer: C
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QUESTION 5
Which redirect-URL is pushed by Cisco ISE for posture redirect for corporate users?

A. https://isel.cisco.com:8443/portal/gateway?sessionld=0A00023D0000003A239F78CCandpo
rtal=283258a0-e96e-11e4-a30a005056bf01c9andaction=cppandtoken=alabea7lea8f410c2637el11ba534379e

B. https://isel.cisco.com:8443/portal/gateway?sessionld=0A00023D0000003A239F78CCandpo
rtal=283258a0-e96e-11e4-a30a005056bf01c9andaction=cwaandtoken=ala6ea71lea8f410c2637e11ba534379¢

C. https:/lisel.cisco.com:8443/portal/gateway?sessionld=0A00023D0000003A239F78CCandpo
rtal=283258a0-e96e-11e4-a30a005056bf01c9andaction=mdmandtoken=ala6ea71lea8f410c2637el1ba534379¢

D. https://isel.cisco.com:8443/portal/gateway?sessionld=0A00023D0000003A239F78CCandpo
rtal=283258a0-e96e-11e4-a30a005056bf01c9andaction=drwandtoken=alabea7lea8f410c2637e11ba534379e

Correct Answer: A
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