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QUESTION 1

Which algorithm does ISAKMP use to securely derive encryption and integrity keys? 

A. Diffie-Hellman 

B. AES 

C. ECDSA 

D. RSA 

E. 3DES 

Correct Answer: A 

A Diffie-Hellman group to determine the strength of the encryption-key-determination algorithm. The ASA uses this
algorithm to derive the encryption and hash keys
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/ guide/asa_84_cli_config/vpn_ike.pdf 

 

QUESTION 2

Refer to the exhibit, which result of this command is true? 

A. Makes the router generate a certificate signing request 

B. Generates an RSA key called TRIALFOUR 

C. It displays the RSA public keys of the router 

D. It specifies self- signed enrollment for a trust point 

Correct Answer: D 

 

QUESTION 3

Using the Next Generation Encryption technologies, which is the minimum acceptable encryption level to protect
sensitive information? 

A. AES 92 bits 
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B. AES 128 bits 

C. AES 256 bits 

D. AES 512 bits 

Correct Answer: B 

 

QUESTION 4

Refer to the exhibit. Which VPN solution does this configuration represent? 

A. DMVPN 

B. GETVPN 

C. FlexVPN 

D. site-to-site 

Correct Answer: B 

 

QUESTION 5

Refer to the exhibit. 
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After the configuration is performed, which combination of devices can connect? 

A. a device with an identity type of IPv4 address of 209.165.200.225 or 209.165.202.155 or a certificate with subject
name of "cisco.com" 

B. a device with an identity type of IPv4 address of both 209.165.200.225 and 209.165.202.155 or a certificate with
subject name containing "cisco.com" 

C. a device with an identity type of IPv4 address of both 209.165.200.225 and 209.165.202.155 and a certificate with
subject name containing "cisco.com" 

D. a device with an identity type of IPv4 address of 209.165.200.225 or 209.165.202.155 or a certificate with subject
name containing "cisco.com" 

Correct Answer: D 
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