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QUESTION 1

Which two attributes can be matched from the identity of the remote peer when using IKEv2 Name Manager? (Choose
two)

A. fgqdn

B. hostname
C. IP address
D. kerberos

Correct Answer: AB

QUESTION 2

The following configuration steps have been completed:

-WebVPN was enabled on the ASA outside interface.

-SSL VPN client software was loaded to the ASA.

-A DHCP scope was configured and applied to a WebVPN Tunnel Group.
What additional step is required if the client software fails to load when connecting to the ASA SSL page?
A. The SSL client must be loaded to the client by an ASA administrator

B. The SSL client must be downloaded to the client via FTP

C. The SSL VPN client must be enabled on the ASA after loading

D. The SSL client must be enabled on the client machine before loading
Correct Answer: C

http://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70511-sslvpnclient-
asa.html#step2 From the document above under link "Step 2. Install and Enable the SSL VPN Client on the ASA".

Starting with Step 5, it said to enable the "SSL VPN Client" after uploading the image.

This is very true because | forgot to do this one time after loading a new version of Anyconnect and the client failed to
load.

QUESTION 3
Drag and drop the debug messages on the left onto the associated function during troubleshooting on the right.

Select and Place:
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sanity check failed Verify routing and connectivity
atts not acceptable Verify s@s full Phase 1
- o
%\ }/__\
retransmitting phase 1 MM NO STATE ‘3 @Eﬁfy for mcompatible IPsec transform set

M
#pkts encaps: 110, #pkt decaps: 0 ((: @‘ Verify if ISAKMP packets are blocked at ISP
Packet needs to be fmgment{zd@sst Verify for incorrect preshared key secret
QM _IDLE Verify MTU Path Discovery

Correct Answer:

#pkts encaps: 110, #pkt decaps: 0

j-f.:’ @ atts not acceptable

retransmitting phase 1 MM NO STATE

sanity check failed

Packet needs to be fragmented but DF set

QUESTION 4

An engineer is using DMVPN to provide secure connectivity between a data center and remote sites. Which two routing
protocols are recommended for use between the routers? (Choose two.)

A. EIGRP
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B. IS-IS

C. RIPv2
D. BGP
E. OSPF

Correct Answer: AD

QUESTION 5

Which two operational advantages does Get VPN offer over site-to-site IPsec tunnel in a private MPLS-based core
network? (Choose two.)

A. Packets carry original source and destination IP addresses, which allows (or optimal routing of encrypted traffic.

B. Group Domain of Interpretation protocol allows for homomorphic encryption, which allows group members to operate
on messages without decrypting them.

C. NETVPN is tunnel-less, which allows any group member to perform decryption and routing around network failures.
D. Key servers perform encryption and decryption of all the data in the network, which allows for tight security policies
E. Traffic uses one VRF to encrypt data and a different one to decrypt data, which allows for multicast traffic isolation

Correct Answer: AC
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