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QUESTION 1

What action does the hub take when it receives a NHRP resolution request from a spoke for a network that exists
behind another spoke?

A. The hub sends back a resolution reply to the requesting spoke.

B. The hub updates its own NHRP mapping.

C. The hub forwards the request to the destination spoke.

D. The hub waits for the second spoke to send a request so that it can respond to both spokes.

Correct Answer: C

QUESTION 2

To change the title panel on the logon page of the Cisco I0S WebVPN portal, which file must you configure?
A. Cisco I0S WebVPN customization template

B. Cisco I0OS WebVPN customization general

C. web-access-hlp.inc

D. app-access-hlp.inc

Correct Answer: A

QUESTION 3

Which protocols does the Cisco AnyConnect client use to build multiple connections to the security appliance?
A. TLS and DTLS

B. IKEv1

C. L2TP over IPsec

D. SSH over TCP

Correct Answer: A

QUESTION 4
Which statement is correct concerning the trusted network detection (TND) feature?

A. The Cisco AnyConnect 3.0 Client supports TND on Windows, Mac, and Linux platforms.
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B. With TND, one result of a Cisco Secure Desktop basic scan on an endpoint is to determine whether a device is a
member of a trusted or an untrusted network.

C. If enabled, and a CSD scan determines that a host is a member of an untrusted network, an administrator can
configure the TND feature to prohibit an end user from launching the Cisco AnyConnect VPN Client.

D. When the user is inside the corporate network, TND can be configured to automatically disconnect a Cisco
AnyConnect session.

Correct Answer: D

http:/iwww.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect25/administrat ion/guide/acO3features.html
Trusted Network Detection Trusted Network Detection (TND) gives you the ability to have AnyConnect automatically
disconnect a VPN connection when the user is inside the corporate network (the trusted network) and start the VPN
connection when the user is outside the corporate network (the untrusted network). This feature encourages greater
security awareness by initiating a VPN connection when the user is outside the trusted network. If AnyConnect is also
running Start Before Logon (SBL), and the user moves into the trusted network, the SBL window displayed on the
computer automatically closes. TND does not interfere with the ability of the user to manually establish a VPN
connection. It does not disconnect a VPN

connection that the user starts manually in the trusted network. TND only disconnects the VPN session if the user first
connects in an untrusted network and moves into a trusted network. For example, TND disconnects the VPN session if
the

user makes a VPN connection at home and then moves into the corporate office. Because the TND feature controls the
AnyConnect GUI and automatically initiates connections, the GUI should run at all times. If the user exits the GUI, TND

does not automatically start the VPN connection.

You configure TND in the AnyConnect profile. No changes are required to the ASA configuration.

QUESTION 5

Which two technologies are considered to be Suite B cryptography? (Choose two.)
A. MD5

B. SHA2

C. Elliptical Curve Diffie-Hellman

D. 3DES

E. DES

Correct Answer: BC
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