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QUESTION 1

Refer to the exhibit. While troubleshooting on a remote-access VPN application, a new NOC engineer received the
message that is shown. 

What is the most likely cause of the problem? 

A. The IP address that is assigned to the PC of the VPN user is not within the range of addresses that are assigned to
the SVC connection. 

B. The IP address that is assigned to the PC of the VPN user is in use. The remote user needs to select a different host
address within the range. 

C. The IP address that is assigned to the PC of the VPN user is in the wrong subnet. The remote user needs to select a
different host number within the correct subnet. 

D. The IP address pool for contractors was not applied to their connection profile. 

Correct Answer: D 

%ASA-5-722006: Group group User user-name IP IP_address Invalid address IP_address assigned to SVC connection.
An invalid address was assigned to the user. Recommended Action Verify and correct the address assignment, if
possible. 

 

QUESTION 2

Which transform set is contained in the IKEv2 default proposal? 

A. aes-cbc-192, sha256, group 14 

B. 3des, md5, group 7 

C. 3des, sha1, group 1 

D. aes-cbc-128, sha, group 5 

Correct Answer: D 

 

QUESTION 3

Regarding licensing, which option will allow IKEv2 connections on the adaptive security appliance? 

A. AnyConnect Essentials can be used for Cisco AnyConnect IKEv2 connections. 

B. IKEv2 sessions are not licensed. 

C. The Advanced Endpoint Assessment license must be installed to allow Cisco AnyConnect IKEv2 sessions. 
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D. Cisco AnyConnect Mobile must be installed to allow AnyConnect IKEv2 sessions. 

Correct Answer: A 

 

QUESTION 4

Refer to exhibit. An engineer must implement DMVPN phase2 and was provided with this configuration by the senior
engineer as a template. Which two conclusions can be made from the configuration? (choose two) 

interface Tunnel10 ip address 172.16.1.1 255.255.255.0 no ip redirects ip mtu 1440 ip nhrp authentication cisco ip nhrp
map multicast dynamic ip nhrp network-id 150 no ip split-horizon eigrp 100 no ip next-hop-self eigrp 100 tunnel source
GigabitEthernet0/0 tunnel mode gre multipoint tunnel key 0 tunnel protection ipsec profile cisco 

A. EIGRP is used as the dynamic routing protocol 

B. spoke-to-spoke communication is allowed 

C. EIGRP route redistribution is not allowed 

D. EIGRP neighbor adjacency will fail 

E. next-hop-self is required 

Correct Answer: AB 

 

QUESTION 5

A user with IP address 10.10.10.10 is unable to access a HTTP website at IP address 209.165.200.225 through a Cisco
ASA. Which two features and commands will help troubleshoot the issue? (Choose two.) 

A. Capture user traffic using command capture capin interface inside match ip host 10.10.10.10 any 

B. After verifying that user traffic reaches the firewall using syslogs or captures, use packet tracer command packet-
tracer input inside tcp 10.10.10.10 1234 209.165.200.225 80 

C. Enable logging at level 1 and check the syslogs using commands logging enable, logging buffered 1 and show
logging | include 10.10.10.10 

D. Check if an access-list on the firewall is blocking the user by using command show running-config access-list |
include 10.10.10.10 

E. Use packet tracer command packet-tracer input inside udp 0.10.10.10 1234192.168.1.3 161 to see what the firewall
is doing with the user\\'s traffic 

Correct Answer: AB 
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