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QUESTION 1

What are three benefits of deploying a GET VPN? (Choose three.) 

A. It provides highly scalable point-to-point topologies. 

B. It allows replication of packets after encryption. 

C. It is suited for enterprises running over a DMVPN network. 

D. It preserves original source and destination IP address information. 

E. It simplifies encryption management through use of group keying. 

F. It supports non-IP protocols. 

Correct Answer: BDE 

 

QUESTION 2

Which command enables IOS SSL VPN Smart Tunnel support for PuTTY? 

A. appl ssh putty.exe win 

B. appl ssh putty.exe windows 

C. appl ssh putty 

D. appl ssh putty.exe 

Correct Answer: B 

 

QUESTION 3

Which two troubleshooting steps should be taken when Cisco AnyConnect cannot establish an IKEv2 connection, while
SSL works fine? (Choose two.) 

A. Verify that the primary protocol on the client machine is set to IPsec. 

B. Verify that AnyConnect is enabled on the correct interface. 

C. Verify that the IKEv2 protocol is enabled on the group policy. 

D. Verify that ASDM and AnyConnect are not using the same port. 

E. Verify that SSL and IKEv2 certificates are not referencing the same trustpoint. 

Correct Answer: AC 
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QUESTION 4

A network engineer is troubleshooting a site VPN tunnel configured on a Cisco ASA and wants to validate that the
tunnel is sending and receiving traffic. Which command accomplishes this task? 

A. show crypto ikev1 sa peer 

B. show crypto ikev2 sa peer 

C. show crypto ipsec sa peer 

D. show crypto isakmp sa peer 

Correct Answer: C 

 

QUESTION 5

Refer to the exhibit. A NOC engineer is in the process of entering information into the Create New VPN Connection
Entry fields. 

Which statement correctly describes how to do this? 

A. In the Connection Entry field, enter the name of the connection profile as it is specified on the Cisco ASA appliance. 

B. In the Host field, enter the IP address of the remote client device. 
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C. In the Authentication tab, click the Group Authentication or Mutual Group Authentication radio button to enable
symmetrical pre-shared key authentication. 

D. In the Name field, enter the name of the connection profile as it is specified on the Cisco ASA appliance. 

Correct Answer: D 
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