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QUESTION 1

An ASA with an IPS module must be configured to drop traffic matching IPS signatures and block all traffic if the module
fails. Which describes the correct configuration?

A. Inline Mode, Permit Traffic
B. Inline Mode, Close Traffic
C. Promiscuous Mode, Permit Traffic
D. Promiscuous Mode, Close Traffic

Correct Answer: B

QUESTION 2

Which two health modules are available within the Firepower solution?
A. AMP for Firepower Status

B. Policy Usage

C. Appliance heartbeat

D. SNMP Analysis

E. Connection Monitoring

Correct Answer: AC

QUESTION 3

Which statement about the default configuration of an IPS sensor\\'s management security settings is true?
A. There is no login banner

B. The web server port is TCP 80

C. Telnet and SSH are enable

D. User accounts lock after three attempts

Correct Answer: A

QUESTION 4
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Which Cisco ESA predefined sender group uses parameter-matching to reject senders?
A. WHITELIST

B. BLACKLIST

C. UNKNOWNLIST

D. SUSPECTLIST

Correct Answer: B

QUESTION 5

Which option describes how the native VLAN is set up on an IPS sensor when VLAN groups are used in an inline
deployment of the sensor?

A. The sensor looks at the native VLAN setup on the switch to determine the correct native VLAN to use.
B. The sensor does not care about VLANS.

C. A default VLAN variable must be associated with each physical interface on the sensor.

D. There is no way to set this, so you need to tag all traffic.

E. ISL links are only supported.

Correct Answer: C
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