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QUESTION 1

Which command verifies that the correct CWS license key information was entered on the Cisco ASA? 

A. sh run scansafe server 

B. sh run scansafe 

C. sh run server 

D. sh run server scansafe 

Correct Answer: B 

 

QUESTION 2

r01(config)#ip wccp web-cache redirect-list 80 password local 

Refer to the above. What can be determined from this router configuration command for Cisco 

WSA? 

A. Traffic using TCP port 80 is redirected to the Cisco WSA. 

B. The default "cisco" password is configured on the Cisco WSA. 

C. Traffic denied in prefix-list 80 is redirected to the Cisco WSA. 

D. Traffic permitted in access-list 80 is redirected to the Cisco WSA. 

Correct Answer: D 

 

QUESTION 3

Which commands are required to configure SSH on router? (Choose two.) 

A. Configure domain name using ip domain-name command 

B. Generate a key using crypto key generate rsa 

C. Configure a DHCP host for the router using dhcpname#configure terminal 

D. Generate enterprise CA self-sign certificate 

Correct Answer: AB 

Here are the steps: 

Configure a hostname for the router using these commands. 

yourname#configure terminal 
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Enter configuration commands, one per line. End with CNTL/Z. 

yourname (config)#hostname LabRouter 

LabRouter(config)# 

Configure a domain name with the ip domain-name command followed by whatever you would like your domain name
to be. I used CiscoLab.com. 

LabRouter(config)#ip domain-name CiscoLab.com 

We generate a certificate that will be used to encrypt the SSH packets using the crypto key generate rsa command. 

Take note of the message that is displayed right after we enter this command: "The name for the keys will be:
LabRouter.CiscoLab.com" -- it combines the hostname of the router along with the domain name we configured to get
the name of the encryption key generated; this is why it was important for us to, first of all, configure a hostname then a
domain name before we generated the keys. Reference: https://www.pluralsight.com/blog/tutorials/configure-secure-
shell-ssh-on-cisco- router 

 

QUESTION 4

Which set of commands changes the FTP client timeout when the sensor is communicating with an FTP server? 

A. sensor# configure terminal sensor(config)# service sensor sensor(config-hos)# network-settings sensor(config-hos-
net)# ftp-timeout 500 

B. sensor# configure terminal sensor(config)# service host sensor(config-hos)# network-settings parameter ftp
sensor(config-hos- net)# ftp-timeout 500 

C. sensor# configure terminal sensor(config)# service host sensor(config-hos)# network-settings sensor(config-hos-
net)# ftp-timeout 500 

D. sensor# configure terminal sensor(config)# service network sensor(config-hos)# network-settings sensor(config-hos-
net)# ftp-timeout 500 

Correct Answer: C 

 

QUESTION 5

Which type of interface is needed to pass untagged VLAN traffic from one network to another on a Cisco FirePOWER
Appliance 8130? 

A. hybrid 

B. physical 

C. logical routed 

D. logical switched 

Correct Answer: B 

https://www.cisco.com/c/en/us/td/docs/security/firepower/hw/maintenance/firepower-8000/firepower_8k_device.pdf 
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