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QUESTION 1

Over the period of one day, several Atomic ARP engine alerts fired on the same IP address. You observe that each time
an alert fired, requests on the IP address exceeded replies by the same number. Which configuration could cause this
behavior? 

A. The reply-ratio parameter is enabled. 

B. MAC flip is enabled. 

C. The inspection condition is disabled. 

D. The IPS is misconfigured. 

Correct Answer: A 

 

QUESTION 2

What are three best practices for a Cisco Intrusion Prevention System? (Choose three.) 

A. Checking for new signatures every 4 hours 

B. Checking for new signatures on a staggered schedule 

C. Automatically updating signature packs 

D. Manually updating signature packs 

E. Group tuning of signatures 

F. Single tuning of signatures 

Correct Answer: BCE 

 

QUESTION 3

Which standby protocol which works on NGIPS but not on CWS? 

A. HSRP 

B. GLBP 

C. SFRP 

D. VRRP 

Correct Answer: C 

 

QUESTION 4
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What is the access-list command on a Cisco IPS appliance used for? 

A. to permanently filter traffic coming to the Cisco IPS appliance via the sensing port 

B. to filter for traffic when the Cisco IPS appliance is in the inline mode 

C. to restrict management access to the sensor 

D. to create a filter that can be applied on the interface that is under attack 

Correct Answer: C 

 

QUESTION 5

What is a purpose of the network analysis policy on a Cisco Firepower NGIPS? 

A. It governs how traffic is preprocessed before inspection 

Correct Answer: A 
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