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QUESTION 1

A security team received reports of users receiving emails linked to external or unknown URLs that are non-returnable
and non-deliverable. The ISP also reported a 500% increase in the amount of ingress and egress email traffic received.
After detecting the problem, the security team moves to the recovery phase in their incident response plan. Which two
actions should be taken in the recovery phase of this incident? (Choose two.) 

A. verify the breadth of the attack 

B. collect logs 

C. request packet capture 

D. remove vulnerabilities 

E. scan hosts with updated signatures 

Correct Answer: DE 

 

QUESTION 2

What is the function of a disassembler? 

A. aids performing static malware analysis 

B. aids viewing and changing the running state 

C. aids transforming symbolic language into machine code 

D. aids defining breakpoints in program execution 

Correct Answer: A 

Reference: https://scholar.google.co.in/scholar?q=disassembler+aids+performing+static+malware+analysisandhl=enan
das_sdt=0andas_vis=1andoi=scholart 

 

QUESTION 3

DRAG DROP 

Drag and drop the steps from the left into the order to perform forensics analysis of infrastructure networks on the right. 

Select and Place: 
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Correct Answer: 

Reference: https://subscription.packtpub.com/book/networking_and_servers/9781789344523/1/ch01lvl1sec12/network-
forensics-investigation-methodology 

 

QUESTION 4
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Refer to the exhibit. An HR department submitted a ticket to the IT helpdesk indicating slow performance on an internal
share server. The helpdesk engineer checked the server with a real-time monitoring tool and did not notice anything
suspicious. After checking the event logs, the engineer noticed an event that occurred 48 hour prior. Which two
indicators of compromise should be determined from this information? (Choose two.) 

A. unauthorized system modification 

B. privilege escalation 

C. denial of service attack 

D. compromised root access 

E. malware outbreak 

Correct Answer: AD 

 

QUESTION 5
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Refer to the exhibit. Which two actions should be taken based on the intelligence information? (Choose two.) 

A. Block network access to all .shop domains 

B. Add a SIEM rule to alert on connections to identified domains. 

C. Use the DNS server to block hole all .shop requests. 

D. Block network access to identified domains. 

E. Route traffic from identified domains to block hole. 

Correct Answer: BD 

Latest 300-215 Dumps 300-215 Practice Test 300-215 Braindumps

Powered by TCPDF (www.tcpdf.org)

Latest 300-215 Dumps | 300-215 Practice Test | 300-215 Braindumps                                5 / 5

https://www.geekcert.com/300-215.html
https://www.geekcert.com/300-215.html
https://www.geekcert.com/300-215.html
https://www.geekcert.com/300-215.html
https://www.geekcert.com/300-215.html
https://www.geekcert.com/300-215.html
http://www.tcpdf.org

