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QUESTION 1

Refer to the exhibit. Which two determinations should be made about the attack from the Apache access logs? (Choose
two.) 

A. The attacker used r57 exploit to elevate their privilege. 

B. The attacker uploaded the word press file manager trojan. 

C. The attacker performed a brute force attack against word press and used sql injection against the backend
database. 

D. The attacker used the word press file manager plugin to upoad r57.php. 
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E. The attacker logged on normally to word press admin page. 

Correct Answer: CD 

 

QUESTION 2

Refer to the exhibit. Which type of code created the snippet? 

A. VB Script 

B. Python 
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C. PowerShell 

D. Bash Script 

Correct Answer: A 

 

QUESTION 3

Which magic byte indicates that an analyzed file is a pdf file? 

A. cGRmZmlsZQ 

B. 706466666 

C. 255044462d 

D. 0a0ah4cg 

Correct Answer: C 

 

QUESTION 4

An employee receives an email from a "trusted" person containing a hyperlink that is malvertising. The employee clicks
the link and the malware downloads. An information analyst observes an alert at the SIEM and engages the
cybersecurity team to conduct an analysis of this incident in accordance with the incident response plan. Which event
detail should be included in this root cause analysis? 

A. phishing email sent to the victim 

B. alarm raised by the SIEM 

C. information from the email header 

D. alert identified by the cybersecurity team 

Correct Answer: B 

 

QUESTION 5
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Refer to the exhibit. A security analyst notices unusual connections while monitoring traffic. What is the attack vector,
and which action should be taken to prevent this type of event? 

A. DNS spoofing; encrypt communication protocols 

B. SYN flooding, block malicious packets 

C. ARP spoofing; configure port security 

D. MAC flooding; assign static entries 

Correct Answer: C 
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