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QUESTION 1

What are YARA rules based upon? 

A. binary patterns 

B. HTML code 

C. network artifacts 

D. IP addresses 

Correct Answer: A 

Reference: https://en.wikipedia.org/wiki/YARA#:~:text=YARA%20is%20the%20name%20of,strings%20and%20a%20bo
olean%20expression. 

 

QUESTION 2

Refer to the exhibit. According to the SNORT alert, what is the attacker performing? 

A. brute-force attack against the web application user accounts 

B. XSS attack against the target webserver 

C. brute-force attack against directories and files on the target webserver 

D. SQL injection attack against the target webserver 

Correct Answer: C 

 

QUESTION 3

What is a use of TCPdump? 
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A. to analyze IP and other packets 

B. to view encrypted data fields 

C. to decode user credentials 

D. to change IP ports 

Correct Answer: A 

 

QUESTION 4

Refer to the exhibit. Which type of code is being used? 

A. Shell 

B. VBScript 

C. BASH 

D. Python 

Correct Answer: D 

 

QUESTION 5

DRAG DROP 

Drag and drop the steps from the left into the order to perform forensics analysis of infrastructure networks on the right. 

Select and Place: 
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Correct Answer: 

Reference: https://subscription.packtpub.com/book/networking_and_servers/9781789344523/1/ch01lvl1sec12/network-
forensics-investigation-methodology 
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