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QUESTION 1

A network host is infected with malware by an attacker who uses the host to make calls for files and shuttle traffic to
bots. This attack went undetected and resulted in a significant loss. The organization wants to ensure this does not
happen in the future and needs a security solution that will generate alerts when command and control communication
from an infected device is detected. Which network security solution should be recommended? 

A. Cisco Secure Firewall ASA 

B. Cisco Secure Firewall Threat Defense (Firepower) 

C. Cisco Secure Email Gateway (ESA) 

D. Cisco Secure Web Appliance (WSA) 

Correct Answer: B 

 

QUESTION 2

A scanner detected a malware-infected file on an endpoint that is attempting to beacon to an external site. An analyst
has reviewed the IPS and SIEM logs but is unable to identify the file\\'s behavior. Which logs should be reviewed next to
evaluate this file further? 

A. email security appliance 

B. DNS server 

C. Antivirus solution 

D. network device 

Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. A company that uses only the Unix platform implemented an intrusion detection system. After the
initial configuration, the number of alerts is overwhelming, and an engineer needs to analyze and classify the alerts. The
highest number of alerts were generated from the signature shown in the exhibit. Which classification should the
engineer assign to this event? 

A. True Negative alert 
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B. False Negative alert 

C. False Positive alert 

D. True Positive alert 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit. Which two actions should be taken as a result of this information? (Choose two.) 

A. Update the AV to block any file with hash "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

B. Block all emails sent from an @state.gov address. 

C. Block all emails with pdf attachments. 

D. Block emails sent from Admin@state.net with an attached pdf file with md5 hash
"cf2b3ad32a8a4cfb05e9dfc45875bd70". 
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E. Block all emails with subject containing "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

Correct Answer: AB 

 

QUESTION 5

Refer to the exhibit. An HR department submitted a ticket to the IT helpdesk indicating slow performance on an internal
share server. The helpdesk engineer checked the server with a real-time monitoring tool and did not notice anything
suspicious. After checking the event logs, the engineer noticed an event that occurred 48 hour prior. Which two
indicators of compromise should be determined from this information? (Choose two.) 

A. unauthorized system modification 

B. privilege escalation 

C. denial of service attack 

D. compromised root access 

E. malware outbreak 

Correct Answer: AD 
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