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QUESTION 1

Refer to the exhibit.

RAP1 RAP2

dotll ssid wlanl dotll ssid wlanl
authentication open eap eap nuthnnti;ﬁion open eap =ap
authentication network-eap esap authenti ion network-eap eap
authentication key-management wpa auth ation key-management wpa
version 2 versi 2

dotlx credentials wgb ’ credentials wgb

deotlx eap profile esapl y x eap profile esapl

ne i1ds mfp client ,"@o ids mfp client

eap profile eapl C%{f:}‘v eap profile eapl

method fast @ method fast

=
eap profile eapll @\@ eap profile eapll
method tls St

\ W method tls
dotlx credentials wgb @9 dotlx credentials wgb

username Clsco §§$] username cisco
password 7 1511021F0725 &

'l password 7 1511021F0725
interface DotllRadioO ﬁﬁ‘ interface DotllRadio0
encryption mode ciphers aes-ccm encryption mode ciphers aes-ccm
ss1d wlanl ssid wlanl

A mobile station in a factory contains an AP configured as a work group bridge that authenticates to a root AP using
EAP-FAST. To be able to use the mobile station in further parts of the factory, another root AP is installed and also
configured for EAP-FAST. When the mobile station is attempting to roam to the other AP, it loses connection yet can still
authenticate to the first one. What is the cause for the failed authentication on RAP2?

A. RAPL1 is using a different authentication protocol than RAP2.

B. RAP2 has a different SSID than RAP1.

C. RAP1 is using a different encryption than RAP2.

D. The authentication username and password is different.

Correct Answer: A

QUESTION 2

A wireless engineer is unable to join lightweight access points to the Cisco Wireless Controller. The access points
receive ip addresses from a DHCP pool configured on the core switch. Which action must be taken to resolve the
issue?

A. Upgrade the Wireless Controller to a newer 10S release.

B. Configure option 43 on the DHCP pool.

C. Configure option 82 on the Wireless controller.

D. Change the management ip address on the Wireless Controller.
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Correct Answer: C

QUESTION 3

You are troubleshooting an AP that fails to join a WLC. Which step of the DTLS handshake is first when establishing a
secure CAPWAP connection?

A. ServerHello

B. HelloVerifyRequest

C. Server-ChangeCipherSpec
D. ClientHello

Correct Answer: D

QUESTION 4

A Cisco WLC v7.0 is not seeing an AP join. Which starting prefix debug command can help determine a combination of
discovery/join and DHCP process status?

A. debug capwap events - from Cisco WLC
B. debug capwap events - from the AP

C. debug ip udp - from Cisco WLC

D. debug ip udp - from the AP

Correct Answer: D

QUESTION 5

Two 5508 Wireless Lan Controllers are managing all Access Points throughout the network The WLCs are located in
different locations to provide geographical redundancy. A Mobility Group has been configured on both WLC\\'s and has
a UP status on both Controllers. The APs in location A are statically configured to use Controller A as the Primary and
Controller as the Secondary. If the WLC in location A goes offline, the APs successfully join the WLC in location but they
do not failover to their Primary configured Controller. What configuration task will fix this issue?

A. Change the AP Failover Priority to critical.

B. Enable AP Fallback globally on the WLC.

C. Configure the WLC in location A as Primary using the CAPWAP AP Controller IP Address command on all the
location A Access Points.

D. Use DHCP Option 43 and specify WLC in location A as Primary.
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Correct Answer: C
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