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QUESTION 1

An engineer uses the shutdown and no shutdown commands on a switch port that an access point is connected to
because the AP had disassociated. These commands usually resolve the issue.

Which troubleshooting methodology does this demonstrate?
A. bottom-up

B. top-down

C. divide and conquer

D. shoot from the hip

Correct Answer: D

QUESTION 2

Two 5508 Wireless Lan Controllers are managing all Access Points throughout the network The WLCs are located in
different locations to provide geographical redundancy. A Mobility Group has been configured on both WLC\\'s and has
a UP status on both Controllers. The APs in location A are statically configured to use Controller A as the Primary and
Controller as the Secondary. If the WLC in location A goes offline, the APs successfully join the WLC in location but they
do not failover to their Primary configured Controller. What configuration task will fix this issue?

A. Change the AP Failover Priority to critical.

B. Enable AP Fallback globally on the WLC.

C. Configure the WLC in location A as Primary using the CAPWAP AP Controller IP Address command on all the
location A Access Points.

D. Use DHCP Option 43 and specify WLC in location A as Primary.

Correct Answer: C

QUESTION 3

You are troubleshooting an AP that fails to join a WLC. Which step of the DTLS handshake is first when establishing a
secure CAPWAP connection?

A. ServerHello

B. HelloVerifyRequest

C. Server-ChangeCipherSpec
D. ClientHello

Correct Answer: D
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QUESTION 4
Refer to the exhibit.
iOS 8
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Awailatle for: iPhone 4s and later, PPod touch (5th genm’ahg%o later, iPad 2 and later
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Description: An attacker could have impersonated . aWiF1i access point, offered to authenticate with
LEAP, broken the MS-CHAPv1 hash. and @E) derived credennals to authenticate to the intended
access point even if that access point su stronger authentication methods. This 1ssue was

addressed by disabling LEAP by dﬁ:ﬁf;q 4

)

Impact:An attacker can obtain WiFi1 credentials

CVE-ID )

CVE-2014-4364 : Picter Robyns. Bram Bonne. Peter Quax, and Wim Lamotte of Universiteit Hasselt

Employees upgraded company issued iOS devices, which are configured to authenticate to the network using
WPA2-Enterprise 802.1x with LEAP. As a result, the devices are no longer able to authenticate. Which action must the
engineer do to resolve the issue?

A. Redeploy the existing configuration profile.

B. Change LEAP certificate on the ACS server.

C. Reset network settings on the devices.

D. Rejoin the enterprise network manually.

E. Deploy a new configuration profile with LEAP enabled.

Correct Answer: B

QUESTION 5

Refer to the exhibit.
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An engineer is troubleshooting non-802.11 interference and observes this output. Which type of interference signatures
can be identified?

A. one frequency hopping Bluetooth

B. two healthy CCK and one malformed OFDM

C. three broadband jammers

D. two strong microwave ovens and one moderate

Correct Answer: B
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