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QUESTION 1

A WLAN on the WLC is configured for web authentication as the Layer 3 Security policy with the web-auth type
External. Which two elements are required as part of the configuration? (Choose two.)

A. WLAN being not present in the default AP group

B. IP address assigned to the virtual interface on the WLC, which is not routable
C. preauth ACL to allow access to the external web server

D. HTTPS redirection enabled

E. web-auth secure web option enabled

Correct Answer: CE

QUESTION 2

A customer wants to access points in the CEO\\'s office to have different usernames and passwords for administrative
support than the other access points deployed throughout the facility.

Which feature can be enabled on the WLC and access points to achieve this criteria?
A. 802.1x supplicant credentials

B. HTTPS access

C. local management users

D. override global credentials

Correct Answer: C

You can configure administrator usernames and passwords to prevent unauthorized users from reconfiguring the switch
and viewing configuration information. This section provides instructions for initial configuration and for password

recovery.

You can also set administrator usernames and passwords to manage and configure one or more access points that are
associated with the switch.

https://lwww.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-
1/configuration_guide/b_161_consolidated_3650_cg/b_161_consolidated_3650_cg_chapter_01010 111.pdf

QUESTION 3

What are two of the benefits that the Cisco AnyConnect v3.0 provides to the administrator for client WLAN security
configuration? (Choose two.)

A. Provides a reporting mechanism for rouge APs
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B. Prevents a user from adding any WLANSs

C. Hides the complexity of 802.1X and EAP configuration Supports centralized or distributed client architectures
D. Provides concurrent wired and wireless connectivity

E. Allows users to modify but not delete admin-created profiles

Correct Answer: CD

QUESTION 4

An engineer is configuring EAP-FAST on a WLAN. Which three components must be configured? (Choose three.)
A.WLC

B. AD server

C. EAP-TLS client

D. wireless access point

E. wireless client utility

F. RADIUS server

Correct Answer:. ADF

QUESTION 5

A Cisco WLC has been added to the network and Cisco ISE as a network device, but authentication is failing. Which
configuration within the network device configuration should be verified?

A. shared secret

B. device ID

C. SNMP RO community

D. device interface credentials

Correct Answer: A
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