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QUESTION 1

An engineer is setting up a new unique NAD on a Cisco ISE. Which two parameters must be configured? (Choose two.) 

A. device hostname 

B. device password 

C. RADIUS fallback 

D. device IP address 

E. RADIUS shared secret 

Correct Answer: AD 

 

QUESTION 2

When a wireless client uses WPA2 AES, which keys are created at the end of the four-way handshake process between
the client and the access point? 

A. AES key, TKIP key, WEP key 

B. AES key, WPA2 key, PMK 

C. KCK, KEK, TK 

D. KCK, KEK, MIC key 

Correct Answer: A 

Explanation: When WPA-PSK or WPA2-PSK is performed via Temporal Key Integrity Protocol (TKIP) or Advanced
Encryption Standard (AES) for the encryption, the client must go through the process known as the WPA 4-Way
handshake for both the initial association and also when roaming. As previously explained, this is basically the key
management process used in order for WPA/WPA2 to derive the encryption keys. However, when PSK is performed, it
is also used in order to verify that the client has a valid Pre-Shared Key to join the WLAN. 

Reference: http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-
technology-00.html#anc6 

 

QUESTION 3

An engineer is configuring a new mobility anchor for a WLAN on the CLI with the config wlan mobility anchor add 3
10.10.10.10 command, but the command is failing. Which two conditions must be met to be able to enter this
command? (Choose two.) 

A. The anchor controller IP address must be within the management interface subnet. 

B. The anchor controller must be in the same mobility group. 

C. The WLAN ID must be enabled. 
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D. The mobility group keepalive must be configured. 

E. The indicated WLAN ID must be present on the controller. 

Correct Answer: AB 

 

QUESTION 4

An engineer is trying to determine if an existing configuration deviates from the Cisco defaults while enabling PMF on a
WLAN. Which set represents the default timer configuration for PMF? 

A. security pmf association-comeback 1 security pmf mandatory security pmf saquery-retry-time 100 

B. security pmf association-comeback 20 security pmf mandatory security pmf saquery-retry-time 

C. security pmf association-comeback 15 security pmf mandatory security pmf saquery-retry-time 

D. security pmf association-comeback 1 security pmf mandatory security pmf saquery-retry-time 200 

Correct Answer: D 

 

QUESTION 5

Which security method does a Cisco guest wireless deployment that relies on Cisco ISE guest portal for user
authentication use? 

A. Layer 2 and Layer 3 

B. Layer 2 only 

C. No security methods are needed to deploy CWA 

D. Layer 3 only 

Correct Answer: B 

Reference: http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html 
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