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QUESTION 1

Refer to the exhibit. 

An engineer must provide a position of rogue APs on a floor map using Cisco PI 3.0, but no rogue AP options are
showing on the left-hand navigation menu under Maps. What is the reason for this omission? 

A. An assurance license is not installed. 

B. The controller operational status background task is disabled. 

C. The Show Detected Interferers feature under the AP option is disabled. 
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D. Cisco MSE has not been added to Cisco PI. 

Correct Answer: D 

Note Depending on whether or not a mobility services engine is present in NCS, some of the floor settings may not
display. Clients, 802.11 Tags, Rogue APs, Adhoc Rogues, Rouge Clients and Interferers are visible only if a MSE is
present in NCS. 

 

QUESTION 2

A wireless network has two RF groups where Cisco WLCs are joined. APs are associated with different controllers using
the round-robin approach. Rogue containment must be deployed in all controllers, but the network must not be affected
by any RRM neighbor packets sent by friendly APs. Which AP authentication protection type must be enabled? 

A. AP Authentication 

B. AP Wireless Protection Rules 

C. AP Security 

D. AP Access Control 

Correct Answer: A 

 

QUESTION 3

A wireless engineer deployed all remote sites as FlexConnect. The client VLAN assignment on these sites is configured
manually mapped by WLAN and using local switching. Dynamic VLAN assignment is provided by the newly deployed
Cisco ISE. Which IETF attribute must be configured on the AAA server to send that VLAN ID? 

A. Tunnel-Medium-Type 

B. Tunnel-Client-Endpoint 

C. Tunnel-Assignment-ID 

D. Tunnel-Private-Group-ID 

Correct Answer: D 

 

QUESTION 4

A user is trying to connect to a wireless network that is configured for WPA2-Enterprise security using a corporate
laptop. The CA certificate for the authentication server has been installed on the 

Trusted Root Certification Authorities store on the laptop. The user has been prompted to enter the credentials multiple
times, but the authentication has not succeeded. What is causing the issue? 

A. There is an IEEE invalid 802.1X authentication policy on the authentication server. 

B. The user Active Directory account is locked out after several failed attempts. 
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C. There is an invalid 802.1X authentication policy on the authenticator. 

D. The laptop has not received a valid IP address from the wireless controller. 

Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec_199/Dot1X_Deploy ment/
Dot1x_Dep_Guide.html 

 

QUESTION 5

When configuring a large, high-availability wireless network which change to a mobility group creates less load on the
controllers and maintains the same mobility messages? 

A. Configure mobility group multicast messaging. 

B. Remove unnecessary controllers from the mobility group. 

C. Configure the controllers into separate RF groups from the mobility groups. 

D. Separate the controllers into different mobility groups per controller. 

Correct Answer: A 
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