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QUESTION 1

A new MSE with wIPS service has been installed and no alarm information appears to be reaching the MSE from
controllers. Which protocol must be allowed to reach the MSE from the controllers? 

A. SOAP/XML 

B. NMSP 

C. CAPWAP 

D. SNMP 

Correct Answer: B 

NMSP (Network Mobility Services Protocol) ?The protocol used for communication between Wireless LAN Controllers
and the Mobility Services Engine. In the case of a wIPS Deployment, this protocol provides a pathway for alarm
information to be aggregated from controllers to the MSE and for wIPS configuration information to be pushed to the
controller. This protocol is encrypted. 

https://www.cisco.com/c/en/us/td/docs/wireless/mse/7-6/MSE_wIPS/MSE_wIPS_7_6/MSE_wIPS_7_5_chapter_01000.
html https://www.cisco.com/c/en/us/td/docs/wireless/technology/wips/deployment/guide/WiPS_deployment_guide.html#
pgfId-80073 

 

QUESTION 2

WPA2 Enterprise with 802.1X is being used for clients to authenticate to a wireless network through a Cisco ISE server.
For security reasons, the network engineer wants to ensure that only PEAP authentication is used. The engineer sent
instructions to clients on how to configure the supplicants, but the ISE logs still show users authenticating using EAP-
FAST. Which action ensures that access to the network is restricted for these users unless the correct authentication
mechanism is configured? 

A. Enable AAA override on the SSID, gather the usernames of these users, and disable the RADIUS accounts until the
devices are correctly configured. 

B. Enable AAA override on the SSID and configure an ACL on the WLC that allows access to users with IP addresses
from a specific subnet. 

C. Enable AAA override on the SSID and configure an access policy in Cisco ISE that denies access to the list of MACs
that have used EAP-FAST. 

D. Enable AAA override on the SSID and configure an access policy in Cisco ISE that allows access only when the EAP
authentication method is PEAP. 

Correct Answer: D 

 

QUESTION 3

An engineer configures a Cisco Aironet 600 Series OfficeExtend AP for a user who works remotely. What is configured
on the Cisco WLC to allow the user to print a printer on his home network? 
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A. split tunneling 

B. SE-connect 

C. FlexConnect 

D. AP failover priority 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/support/docs/wireless/aironet-602-officeextend-access-
point/117540-configure-splittunneloeap-00.html 

 

QUESTION 4

What is the maximum time range that can be viewed on the Cisco DNA Center issues and alarms page? 

A. 3 hours 

B. 24 hours 

C. 3 days 

D. 7 days 

Correct Answer: D 

 

 

QUESTION 5

An engineer is in the process of implementing Fastlane on a wireless network with a Mobility Express AP installed. The
network must support voice and video applications for Apple devices. Due to a security concern, all iPhones are
updated to version 14.5.432302546. Which QoS profile must the engineer configure on the user WLAN? 

A. Bronze 

B. Best Effort 

C. Silver 

D. Platinum 

Correct Answer: D 

Ref: https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/technotes/8-3/Optimizing_WiFi_Connectivity_and_P
rioritizing_Business_Apps.pdf 
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