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QUESTION 1

After receiving an alert about a rogue AP, a network engineer logs into Cisco Prime Infrastructure and looks at the floor
map where the AP that detected the rogue is located. The map is synchronized with a mobility services engine that
determines that the rogue device is actually inside the campus. The engineer determines that the rogue is a security
threat and decides to stop if from broadcasting inside the enterprise wireless network. What is the fastest way to disable
the rogue?

A. Go to the location where the rogue device is indicated to be and disable the power.

B. Create an SSID similar to the rogue to disable clients from connecting to it.

C. Update the status of the rogue in Cisco Prime Infrastructure to contained.

D. Classify the rogue as malicious in Cisco Prime Infrastructure.

Correct Answer: C

QUESTION 2

An engineer set up identity-based networking with ISE and configured AAA override on the WLAN. Which two attributes
must be used to change the client behavior from the default settings? (Choose two.)

A. DHCP timeout

B. IPv6 ACL

C. multicast address
D. DNS server

E. DSCP value

Correct Answer: BE

QUESTION 3

What is the maximum time range that can be viewed on the Cisco DNA Center issues and alarms page?
A. 3 hours

B. 24 hours

C. 3days

D. 7 days

Correct Answer: D
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QUESTION 4

A FlexConnect remote office deployment is using five 2702i APs indoors and two 1532i APs outdoors. When a code
upgrade is performed and FlexConnect Smart AP Image Upgrade is leveraged, but no FlexConnect Master AP has
been configured, how many image transfers between the WLC and APs will occur?

Al

B. 2

C.5

D.7

Correct Answer: B

"A FlexConnect group can have one primary AP per AP model. If a primary AP is not selected manually, the AP that has
the least MAC address value is automatically chosen as the primary AP for that model."

QUESTION 5

Refer to the exhibit.
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802.11a(5 GHz) » Media
| Media |

Voice | Video

Call Admission Control (CAC)

Admission Control (ACM) W] Enabled
CAC Method 4 Load Based -~
Max RF Bandwidth (5-85) (%) |75 |

Reserved Roaming Bandwidth (0-25) (%) 6 |

Expedited bandwidth [

SIP CAC Support 3 _| Enabled

Per-Call SIP Bandwidth 2

SIP Codec G.711 +
SIP Bandwidth (kbps)
SIP Voice Sample Interval (msecs) (20 ]

Which two items must be supported on the VOWLAN phones to take full advantage of this WLAN configuration?
(Choose two.)

A. TSPEC

B. SIFS

C. 802.11e

D. WMM

E. APSD

Correct Answer: CD

The 802.11e, WMM, and Cisco Compatible Extension specifications help balance and prevent the overloading of a cell
with audio streams. CAC determines whether there is enough channel capacity to start a call; if not, the phone can scan

for another channel https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise_Mobility_8-1 Deployment_Guide/Chapter-9.html
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