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QUESTION 1

Refer to the exhibit.

Backup EPG

Web-Backup
Bridge Domain

An engineer must migrate the web servers and backup servers from the legacy network to a Cisco ACI environment in
the corresponding EPGs. The requirement is to allow communication between the servers in the web EPG and the
backup EPG without creating contracts. Which action meets the requirements?

A. Configure the Enforced Bridge Domain status flag.

B. Set the direction of Policy Enforcement to Egress.

C. Set IP Data-plane learning to Enabled.

D. Set Policy Control Enforcement to Unenforced.

Correct Answer: D

Tenant > Networking > VRFs > VRF_name > Policy > Policy Control Enforcement Preference https://www.cisco.com/c/e

n/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-
€11-743951.html#Unenforcedmode
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QUESTION 2

An engineer has set the VMM resolution immediacy to pre-provision in a Cisco ACI environment. No Cisco Discovery
Protocol neighborship has been formed between the hypervisors and the ACI fabric leaf nodes.

How does this affect the download policies to the leaf switches?

A. No policies are downloaded because LLDP is the only supported discovery protocol.

B. Policies are downloaded when the hypervisor host is connected to the VMM VDS.

C. Policies are downloaded to the ACI leaf switch regardless of Cisco Discovery Protocol neighborship.

D. No policies are downloaded because there is no discovery protocol neighborship.

Correct Answer: C

Pre-provision—Specifies that a policy (for example, VLAN, VXLAN binding, contracts, or filters) is downloaded to a leaf
switch even before a VM controller is attached to the virtual switch (for example, VMware VDS). This pre-provisions the

configuration on the switch.

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/aci-fundamentals/b_ACI-
Fundamentals/b_ACI-Fundamentals_chapter_01011.html

QUESTION 3

A Cisco ACI fabric is integrated with VMware VDS. The fabric must apply a security policy to check the integrity of traffic
out of the network adapter. Which action must be taken to drop the packet when the ESXi host discovers a mismatch
between the actual source MAC address transmitted by the guest operating system and the effective MAC address of
the virtual machine adapter?

A. Reject MAC changes.

B. Reject forged transmits.

C. Accept MAC changes.

D. Accept forged transmits.

Correct Answer: B

QUESTION 4

A Cisco APIC is configured with RADIUS authentication as the default. The network administrator must ensure that
users can access the APIC GUI with a local account if the RADIUS server is unreachable. Which action must be taken
to accomplish this goal?

A. Associate console authentication with the "RADIUS" realm

B. Reference the "local" realm in the fallback domain

C. Create an additional login domain that references local accounts
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D. Enable the fallback check with the default authentication domain

Correct Answer: B

QUESTION 5

What is the result of the pcEnPref flag configured on the epg-App_EPG?

admin@apic1—=moquery —d uni/tn-Sales/ap-eCommerce_AP/epg-App_EPG
Total Objects shown: 1

# fv AEPqg

name: App_ EPG

annotation:

<__ouput omitted. . =

modTs: 2019-10-07T09:09:56.780+00:00
monPolDn: uni/tn-common/monepg-default
nameAlias

pcEnfPref: enforced

pclTag 49154

prefGrMemb: exclude

prior: unspecified

m: epg-App_ EPG

triggerst: tnggerable

txld: 7493589085947634498

uid: 15374

A. Any configuration changes to the private network are validated.
B. Access control rules for the L30ut network are applied.

C. Access control rules for the private network are applied.

D. Any changes to the underlying EPG objects are forbidden.

Correct Answer: C
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