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QUESTION 1

DRAG DROP

Drag and drop the configuration steps from the left into the sequence on the right to enable external authentication on
Cisco FMC to a RADIUS server.

Select and Place:
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Correct Answer:

 

QUESTION 2

A network engineer sets up a secondary Cisco FMC that is integrated with Cisco Security Packet Analyzer. What occurs
when the secondary Cisco FMC synchronizes with the primary Cisco FMC? 

A. The existing configuration for integration of the secondary Cisco FMC the Cisco Security Packet Analyzer is
overwritten. 
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B. The synchronization between the primary and secondary Cisco FMC fails. 

C. The existing integration configuration is replicated to the primary Cisco FMC. 

D. The secondary Cisco FMC must be reintegrated with the Cisco Security Packet Analyzer after the synchronization. 

Correct Answer: A 

 

 

QUESTION 3

Which two dynamic routing protocols are supported in Firepower Threat Defense without using FlexConfig? (Choose
two.) 

A. EIGRP 

B. OSPF 

C. static routing 

D. IS-IS 

E. BGP 

Correct Answer: BE 

"static routing" is wrong, OSPF and BGP are the right choice, both can be configured with Smart CLI without FlexConfig
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-
routing.html 

 

QUESTION 4

Refer to the exhibit. An engineer is analyzing a Network Risk Report from Cisco FMC. Which application must the
engineer take immediate action against to prevent unauthorized network use? 
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A. YouTube 
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B. TOR 

C. Chrome 

D. Kerberos 

Correct Answer: A 

 

 

QUESTION 5

An engineer has been tasked with using Cisco FMC to determine if files being sent through the network are malware.
Which two configuration tasks must be performed to achieve this file lookup? (Choose two.) 

A. The Cisco FMC needs to include a SSL decryption policy. 

B. The Cisco FMC needs to connect to the Cisco AMP for Endpoints service. 

C. The Cisco FMC needs to connect to the Cisco ThreatGrid service directly for sandboxing. 

D. The Cisco FMC needs to connect with the FireAMP Cloud. 

E. The Cisco FMC needs to include a file inspection policy for malware lookup. 

Correct Answer: BE 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Reference_a_wrapper_Chapter_topic_here.html#ID-2193-00000296 
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