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QUESTION 1

Which connector is used to integrate Cisco ISE with Cisco FMC for Rapid Threat Containment? 

A. pxGrid 

B. FTD RTC 

C. FMC RTC 

D. ISEGrid 

Correct Answer: A 

 

QUESTION 2

An engineer wants to change an existing transparent Cisco FTD to routed mode. The device controls traffic between
two network segments. Which action is mandatory to allow hosts to reestablish communication between these two
segments after the change? 

A. Remove the existing dynamic routing protocol settings. 

B. Configure multiple BVIs to route between segments. 

C. Assign unique VLAN IDs to each firewall interface. 

D. Implement non-overlapping IP subnets on each segment. 

Correct Answer: D 

 

QUESTION 3

An organization is using a Cisco FTD and Cisco ISE to perform identity-based access controls. A network administrator
is analyzing the Cisco FTD events and notices that unknown user traffic is being allowed through the firewall. How
should this be addressed to block the traffic while allowing legitimate user traffic? 

A. Modify the Cisco ISE authorization policy to deny this access to the user 

B. Modify Cisco ISE to send only legitimate usernames to the Cisco FTD 

C. Add the unknown user in the Access Control Policy in Cisco FTD 

D. Add the unknown user in the Malware and File Policy in Cisco FTD 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-
identity.html#concept_655B055575E04CA49B10186DEBDA301A 
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QUESTION 4

An administrator receives reports that users cannot access a cloud-hosted web server. The access control policy was
recently updated with several new policy additions and URL filtering. What must be done to troubleshoot the issue and
restore access without sacrificing the organization\\'s security posture? 

A. Download a PCAP of the traffic to verify the blocks and use the FlexConfig to override the existing policy. 

B. Review the output in connection events to validate the block, and modify the policy to allow the traffic. 

C. Create a new access control policy rule to allow ports 80 and 443 to the FQDN of the web server. 

D. Verify the blocks using the packet capture tool and create a rule with the action monitor for the traffic. 

Correct Answer: B 

 

QUESTION 5

A network administrator is reviewing a packet capture. The packet capture from inside of Cisco Secure Firewall Threat
Defense shows the inbound TCP traffic. However, the outbound TCP traffic is not seen in the packet capture from
outside Secure Firewall Threat Defense. Which configuration change resolves the issue? 

A. Packet capture must include UDP traffic. 

B. Inside interface must be assigned a higher security level. 

C. Route to the destination must be added. 

D. Inside interface must be assigned a lower security level. 

Correct Answer: C 
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