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QUESTION 1

A hospital network needs to upgrade their Cisco FMC managed devices and needs to ensure that a disaster recovery
process is in place. What must be done in order to minimize downtime on the network? 

A. Configure a second circuit to an ISP for added redundancy. 

B. Keep a copy of the current configuration to use as backup. 

C. Configure the Cisco FMCs for failover. 

D. Configure the Cisco FMC managed devices for clustering. 

Correct Answer: B 

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-
v66/firepower_management_center_high_availability.html 

Cisco Threat Intelligence Director (TID) and High Availability Configurations If you host TID on the active Firepower
Management Center in a high availability configuration, the system does not synchronize TID configurations and TID
data to the standby Firepower Management Center. We recommend performing regular backups of TID data on your
active Firepower Management Center so that you can restore the data after failover. 

 

QUESTION 2

An engineer has been tasked with providing disaster recovery for an organization\\'s primary Cisco FMC. What must be
done on the primary and secondary Cisco FMCs to ensure that a copy of the original corporate policy is available if the
primary Cisco FMC fails? 

A. Restore the primary Cisco FMC backup configuration to the secondary Cisco FMC device when the primary device
fails. 

B. Connect the primary and secondary Cisco FMC devices with Category 6 cables of not more than 10 meters in
length. 

C. Configure high-availability in both the primary and secondary Cisco FMCs. 

D. Place the active Cisco FMC device on the same trusted management network as the standby device. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/firepower_management_center_high_availability.html 

 

QUESTION 3

Administrator is attempting to remotely log into a switch in the data center using SSH and is unable to connect. How
does the administrator confirm that traffic is reaching the firewall? 

A. by running Wireshark on the administrator\\'s PC. 
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B. by performing a packet capture on the firewall. 

C. by running a packet tracer on the firewall. 

D. by attempting to access it from a different workstation. 

Correct Answer: B 

 

QUESTION 4

Network traffic coming from an organization\\'s CEO must never be denied. Which access control policy configuration
option should be used if the deployment engineer is not permitted to create a rule to allow all traffic? 

A. Change the intrusion policy from security to balance. 

B. Configure a trust policy for the CEO. 

C. Configure firewall bypass. 

D. Create a NAT policy just for the CEO. 

Correct Answer: B 

 

QUESTION 5

An engineer must deploy a Cisco FTD appliance via Cisco FMC to span a network segment to detect malware and
threats. When setting the Cisco FTD interface mode, which sequence of actions meets this requirement? 

A. Set to passive, and configure an access control policy with an intrusion policy and a file policy defined. 

B. Set to passive, and configure an access control policy with a prefilter policy defined. 

C. Set to none, and configure an access control policy with an intrusion policy and a file policy defined. 

D. Set to none, and configure an access control policy with a prefilter policy defined. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-
v623/fpmc-config-guide-v623_chapter_010000001.html 
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