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QUESTION 1

An organization is using a Cisco FTD and Cisco ISE to perform identity-based access controls. A network administrator
is analyzing the Cisco FTD events and notices that unknown user traffic is being allowed through the firewall. How
should this be addressed to block the traffic while allowing legitimate user traffic? 

A. Modify lhe Cisco ISE authorization policy to deny this access to the user. 

B. Modify Cisco ISE to send only legitimate usernames to the Cisco FTD. 

C. Add the unknown user in the Access Control Policy in Cisco FTD. 

D. Add the unknown user in the Malware and File Policy in Cisco FTD. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-
identity.html#concept_655B055575E04CA49B10186DEBDA301A 

 

QUESTION 2

A security engineer is deploying a pair of primary and secondary Cisco FMC devices. The secondary must also receive
updates from Cisco Talos. Which action achieves this goal? 

A. Force failover for the secondary Cisco FMC to synchronize the rule updates from the primary. 

B. Configure the secondary Cisco FMC so that it receives updates from Cisco Talos. 

C. Manually import rule updates onto the secondary Cisco FMC device. 

D. Configure the primary Cisco FMC so that the rules are updated. 

Correct Answer: D 

 

QUESTION 3

A network administrator is seeing an unknown verdict for a file detected by Cisco FTD. Which malware policy
configuration option must be selected in order to further analyze the file in the Talos cloud? 

A. malware analysis 

B. dynamic analysis 

C. sandbox analysis 

D. Spero analysis 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Reference_a_wrapper_Chapter_topic_here.html 
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QUESTION 4

When do you need the file-size command option during troubleshooting with packet capture? 

A. when capture packets are less than 16 MB 

B. when capture packets are restricted from the secondary memory 

C. when capture packets exceed 10 GB 

D. when capture packets exceed 32 MB 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/troubleshooting_the_system.html 

 

QUESTION 5

An organization has noticed that malware was downloaded from a website that does not currently have a known bad
reputation. How will this issue be addressed globally in the quickest way possible and with the least amount of impact? 

A. by creating a URL object in the policy to block the website. 

B. Cisco Talos will automatically update the policies. 

C. by denying outbound web access 

D. by isolating the endpoint 

Correct Answer: A 

tricky is the following, "How will this issue be addressed globally" and "in the quickest way possible" and "with the least
amount of impact" How will this issue be addressed globally - The answer can be B, but "in the quickest way possible"
The answer will be A We can not wait for Talos to do an update because this is not the quickest way. 
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