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QUESTION 1

An administrator must use Cisco FMC to install a backup route within the Cisco FTD to route traffic in case of a routing
failure with primary route. Which action accomplish this task?

A. Install the static backup route and modify the metric to be less than the primary route

B. Use a default route in the FMC instead of having multiple routes contending for priority

C. Configure EIGRP routing on the FMC to ensure that dynamic routes are always updated

D. Create the backup route and use route tracking on both routes to a destination IP address in the network

Correct Answer: A

QUESTION 2

A network administrator registered a new FTD to an existing FMC. The administrator cannot place the FTD in
transparent mode. Which action enables transparent mode?

A. Add a Bridge Group Interface to the FTD before transparent mode is configured.
B. Dereglster the FTD device from FMC and configure transparent mode via the CLI.
C. Obtain an FTD model that supports transparent mode.

D. Assign an IP address to two physical interfaces.

Correct Answer: B

QUESTION 3

A network administrator is troubleshooting access to a website hosted behind a Cisco FTD device. External clients
cannot access the web server via HTTPS. The IP address configured on the web server is 192.168.7.46. The
administrator is running the command capture CAP interface outside match ip any 192.168.7.46 255.255.255.255 but
cannot see any traffic in the capture. Why is this occurring?

A. The capture must use the public IP address of the web server.

B. The packet capture shows only blocked traffic.

C. The FTD has no route to the web server.

D. The access policy is blocking the traffic.

Correct Answer: A
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QUESTION 4

A network engineer is tasked with minimising traffic interruption during peak traffic limes. When the SNORT inspection
engine is overwhelmed, what must be configured to alleviate this issue?

A. Enable IPS inline link state propagation

B. Enable Pre-filter policies before the SNORT engine failure.
C. Set a Trust ALL access control policy.

D. Enable Automatic Application Bypass.

Correct Answer: D

QUESTION 5

What is the disadvantage of setting up a site-to-site VPN in a clustered-units environment?

A. VPN connections can be re-established only if the failed master unit recovers.

B. Smart License is required to maintain VPN connections simultaneously across all cluster units.
C. VPN connections must be re-established when a new master unit is elected.

D. Only established VPN connections are maintained when a new master unit is elected.

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-cluster-
solution.html#concept_g32_yml_y2b
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