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QUESTION 1

An organization has seen a lot of traffic congestion on their links going out to the internet. There is a Cisco Firepower
device that processes all of the traffic going to the internet prior to leaving the enterprise. How is the congestion
alleviated so that legitimate business traffic reaches the destination?

A. Create a NAT policy so that the Cisco Firepower device does not have to translate as many addresses.

B. Create a flexconfig policy to use WCCP for application aware bandwidth limiting.

C. Create a QoS policy rate-limiting high bandwidth applications.

D. Create a VPN policy so that direct tunnels are established to the business applications.

Correct Answer: C

QUESTION 2

A network engineer is tasked with minimizing traffic interruption during peak traffic times. When the SNORT inspection
engine is overwhelmed, what must be configured to alleviate this issue?

A. Enable IPS inline link state propagation

B. Enable Pre-filter policies before the SNORT engine failure
C. Set a Trust ALL access control policy

D. Enable Automatic Application Bypass

Correct Answer: D

QUESTION 3

An engineer must deploy a Cisco FTD appliance via Cisco FMC to span a network segment to detect malware and
threats. When setting the Cisco FTD interface mode, which sequence of actions meets this requirement?

A. Set to passive, and configure an access control policy with an intrusion policy and a file policy defined.
B. Set to passive, and configure an access control policy with a prefilter policy defined.

C. Set to none, and configure an access control policy with an intrusion policy and a file policy defined.
D. Set to none, and configure an access control policy with a prefilter policy defined.

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-
v623/fpmc-config-guide-v623_chapter_010000001.html
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QUESTION 4

An organization is configuring a new Cisco Firepower High Availability deployment. Which action must be taken to
ensure that failover is as seamless as possible to end users?

A. Set the same FQDN for both chassis.

B. Set up a virtual failover MAC address between chassis.
C. Load the same software version on both chassis.

D. Use a dedicated stateful link between chassis.

Correct Answer: D

QUESTION 5

A network administrator notices that Sl events are not being updated. The Cisco FTD device is unable to load all of the
Sl event entries and traffic is not being blocked as expected. What must be done to correct this issue?

A. Restart the affected devices in order to reset the configurations.

B. Redeploy configurations to affected devices so that additional memory is allocated to the SI module.
C. Replace the affected devices with devices that provide more memory.

D. Manually update the Sl event entries to that the appropriate traffic is blocked.

Correct Answer: B
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