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QUESTION 1

An engineer installs a Cisco FTD device and wants to inspect traffic within the same subnet passing through a firewall
and inspect traffic destined to the Internet. Which configuration will meet this requirement?

A. transparent firewall mode with IRB only

B. routed firewall mode with BVI and routed interfaces
C. transparent firewall mode with multiple BVIs

D. routed firewall mode with routed interfaces only
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-
v64/transparent_or_routed_firewall_mode_for_firepower_threat_defense.html

QUESTION 2

Which Cisco Firepower Threat Defense, which two interface settings are required when configuring a routed interface?
(Choose two.)

A. Redundant Interface
B. EtherChannel

C. Speed

D. Media Type

E. Duplex

Correct Answer: CE

https://lwww.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-interfaces.html

QUESTION 3

When using Cisco Threat Response, which phase of the Intelligence Cycle publishes the results of the investigation?
A. direction

B. dissemination

C. processing

D. analysis

Correct Answer: B
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Explanation: Disseminate: The dissemination phase publishes the results of the investigation or threat hunt. This
information is disseminated with a focus on the receivers of the information. At the tactical level, this information feeds
back into the beginning of the F3BEAD model, Find. Figure 3 illustrates the F3EAD model.

QUESTION 4

While integrating Cisco Umbrella with Cisco Threat Response, a network security engineer wants to automatically push
blocking of domains from the Cisco Threat Response interface to Cisco Umbrella. Which API meets this requirement?

A. investigate
B. reporting

C. enforcement
D. REST

Correct Answer: D

QUESTION 5

An engineer wants to change an existing transparent Cisco FTD to routed mode. The device controls traffic between
two network segments. Which action is mandatory to allow hosts to reestablish communication between these two
segments after the change?

A. Remove the existing dynamic routing protocol settings.

B. Configure multiple BVIs to route between segments.

C. Assign unique VLAN IDs to each firewall interface.

D. Implement non-overlapping IP subnets on each segment.

Correct Answer: D
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