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QUESTION 1

An engineer is configuring a Cisco IPS to protect the network and wants to test a policy before deploying it. A copy of
each incoming packet needs to be monitored while traffic flow remains constant. Which IPS mode should be
implemented to meet these requirements?

A. routed

B. passive

C. transparent

D. inline tap

Correct Answer: D

QUESTION 2

A network administrator is configuring SNORT inspection policies and is seeing failed deployment messages in Cisco
FMC. What information should the administrator generate for Cisco TAC to help troubleshoot?

A. A "troubleshoot" file for the device in question.
B. A "show tech" file for the device in question.
C. A "troubleshoot" file for the Cisco FMC.

D. A "show tech" for the Cisco FMC.

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/troubleshooting_the_system.html

QUESTION 3

While integrating Cisco Umbrella with Cisco Threat Response, a network security engineer wants to automatically push
blocking of domains from the Cisco Threat Response interface to Cisco Umbrella.

Which APl meets this requirement?
A. investigate

B. reporting

C. enforcement

D. REST

Correct Answer: C
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QUESTION 4

What is a behavior of a Cisco FMC database purge?

A. User login and history data are removed from the database if the User Activity check box is selected.
B. Data can be recovered from the device.

C. The appropriate process is restarted.

D. The specified data is removed from Cisco FMC and kept for two weeks.

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/management_center_database_purge.pdf

QUESTION 5

An engineer is implementing Cisco FTD in the network and is determining which Firepower mode to use. The
organization needs to have multiple virtual Firepower devices working separately inside of the FTD appliance to provide
traffic

segmentation.

Which deployment mode should be configured in the Cisco Firepower Management Console to support these
requirements?

A. Multiple Deployment
B. single-context

C. Single deployment
D. multi-instance

Correct Answer: D
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