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QUESTION 1

An engineer must configure Cisco ISE to provide internet access for guests in which guests are required to enter a code
to gain network access. Which action accomplishes the goal?

A. Configure the hotspot portal for guest access and require an access code.

B. Configure the sponsor portal with a single account and use the access code as the password.

C. Configure the self-registered guest portal to allow guests to create a personal access code.

D. Create a BYOD policy that bypasses the authentication of the user and authorizes access codes.
Correct Answer: A

Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_ise_guest.html

QUESTION 2

What allows an endpoint to obtain a digital certificate from Cisco ISE during a BYOD flow?
A. Network Access Control

B. My Devices Portal

C. Application Visibility and Control

D. Supplicant Provisioning Wizard

Correct Answer: D

QUESTION 3

An engineer is creating a new TACACS* command set and cannot use any show commands after togging into the
device with this command set authorization. Which configuration is causing this issue?
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TACACS Command Sets > Show Command

Command Set
Name Show Command

Description

Commands

Parmit any commard that is not listed below

Oselected on page (1 across pages)

+Add @Trash~ o~
Grant Command Arguments
DENY any Gl
+
PERMIT sho?? f @

A. Question marks are not allowed as wildcards for command sets.

B. The command set is allowing all commands that are not in the command list
C. The wildcard command listed is in the wrong format

D. The command set is working like an ACL and denying every command.

Correct Answer: A

QUESTION 4

What is a difference between TACACS+ and RADIUS in regards to encryption?

A. TACACS+ encrypts only the password, whereas RADIUS encrypts the username and password.
B. TACACS+ encrypts the username and password, whereas RADIUS encrypts only the password.
C. TACACS+ encrypts the password, whereas RADIUS sends the entire packet in clear text.

D. TACACS+ encrypts the entire packet, whereas RADIUS encrypts only the password.

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-
radius/13838-10.html

QUESTION 5
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What are two differences between the RADIUS and TACACS+ protocols? (Choose two.)

A. RADIUS offers multiprotocol support, whereas TACACS+ does not.

B. RADIUS is a Cisco proprietary protocol, whereas TACACS+ is an open standard protocol.

C. RADIUS enables encryption of all the packets, whereas with TACACS+, only the password is encrypted.
D. RADIUS combines authentication and authorization, whereas TACACS+ does not.

E. TACACS+ uses TCP port 49, whereas RADIUS uses UDP ports 1812 and 1813.

Correct Answer: DE
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