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QUESTION 1

An organization has a SGACL locally configured on a switch port, but when a user in the Executives group connects to
the network, they receive a different level of network access than expected. When Cisco ISE pushes SGACLSs to the
switch after the authorization phase, how does the switch decide which access to grant the user?

A. Dynamically downloaded policies override local policies in all cases.

B. Local policies override dynamically downloaded policies in all cases.

C. The policies are merged, but local policies receive priority.

D. The policies are merged, but dynamically downloaded policies receive priority.

Correct Answer: D

QUESTION 2

An engineer must configure web redirection for guests to a portal where no authentication is required and an Acceptable
Use Policy must be accepted by the guest before network access is allowed. Which type of guest portal must be
configured in Cisco ISE to meet the requirement?

A. Sponsored

B. Self Registered

C. Hotspot

D. Custom

Correct Answer: C

QUESTION 3

An engineer needs to configure Cisco ISE Profiling Services to authorize network access for IP speakers that require
access to the intercom system. This traffic needs to be identified if the ToS bit is set to 5 and the destination IP address
is the intercom system. What must be configured to accomplish this goal?

A. NMAP

B. NETFLOW

C. pxGrid

D. RADIUS

Correct Answer: B
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Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html

QUESTION 4

An organization wants to improve their BYOD processes to have Cisco ISE issue certificates to the BYOD endpoints.
Currently, they have an active certificate authority and do not want to replace it with Cisco ISE. What must be configured
within Cisco ISE to accomplish this goal?

A. Create a certificate signing request and have the root certificate authority sign it.

B. Add the root certificate authority to the trust store and enable it for authentication.

C. Create an SCEP profile to link Cisco ISE with the root certificate authority.

D. Add an OCSP profile and configure the root certificate authority as secondary.

Correct Answer: C

Ref:https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure-
product-00.html

QUESTION 5

An organization is hosting a conference and must make guest accounts for several of the speakers attending. The
conference ended two days early but the guest accounts are still being used to access the network. What must be
configured to correct this?

A. Create an authorization rule denying sponsored guest access.

B. Navigate to the Guest Portal and delete the guest accounts.

C. Create an authorization rule denying guest access.

D. Navigate to the Sponsor Portal and suspend the guest accounts.

Correct Answer: D
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